| RTF SMuG WG August 2000 Meeting Summary

Agenda

1. Agenda bashing - Ran, Thonmas

2. Multicast Security Policy Building Blocks - Patrick
3. Group Policy Building Blocks - Hugh

4. Administrative matters - Ran

5. Multicast Data Transforns - Ran

6. TESLA - Adrian

7. Goup | SAKWP - Mark

8. Next Steps - Thomams, Ran

1. Agenda bashing - Ran Canetti, Thomas Hardjono

Ran and Thomas wel comed the WG menmbers and proposed the above-listed agenda to
t he group, who accepted the agenda.

2. Problem Area 3: Multicast Security Policy Building Block - Patrick MDanie

Patri ck, Hugh Harney, Pete Dinsmore and Andrea Col grove are working on nulticast
security policy definition and nulticast security policy requirenents. G oup
security policy is the security-relevant paraneters and facilities used to

i npl ement a secure group, such as a secure nulticast group. It nmust answer how
security directs group behavior, who are the participants, and what nechani snms
are used. Specifically, Goup Policy nmust define the foll ow ng.

0 a unique identification of the group and each participant

o Two sets of mechanisns
Policy Areal - what data transfornms are to be applied?
Policy Area2 - when/how group is going to be re-keyed?

o authorization - such as credentials needed to join the group

0 access control - in what capacity can previously-identified
authorities participate in the group

o verification: each policy nust present evidence of its
validity (e.g., sigs)

We are working on 5 Multicast Security Building Bl ocks.
I dentification

Mechani sm

Aut hori zati on

Access Contro

Verification
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Hugh will describe each of these in nore detail

3. Group Policy Building Blocks, Hugh Harney

This presentation covers two topics.
o The 5 policy building bl ocks



o The relationships to the Key Managenent buil di ng bl ock.

The first block is lIdentification. Identification is the uni que mappi ng of
policy to group: mnust be able to identify policy to nmultiple secure groups
under an single IP address for secure mnulticast groups.

The second bl ock is Authorization. Authorization reflects pernissions for
security relevant actions, enforces the policy systemfor structure and

mechani sms, and forns trust rel ationships for the group. Authorization
assignnment is application specific: Authorization will differ depending on the
envi ronnent and use.

The third block is Access Control. Access control defines group menbership
criteria. The Policy system provides structure to enforce key access control

The fourth block is Mechanisnms. This is systemspecific. Milticast |PSec, for
exanpl e, uses SPD and SAD entries, as well as source authentication transforns
as nechani sns for inplenmenting policy.

The fifth block is Verification. Freshness, integrity, and origin are imnportant
el enments of Verification

The GCKS, Menber (sender and receiver), and Renpte GCKS are the SMuG Key
Management Buil ding Bl ock includes three entities, the GCKS, G oup Menber (GV
sender and receiver), and Renpte GCKS. Each of these are explicit roles. Goup
owner (GO) and | ocal policy authority are inplied roles.

Here is a mapping of group policy to the group key managenent buil di ng bl ock
o policy creation - GO

o policy nodification - GO

o grant rights - GO

capability to give information to another entity outside
t he group

key creation - GCKS

key di ssem nation - GCKS, renote GCKS

rekey action initiation - GCKS, renote GCKS

aut hori ze menbershi ps - GCKS, renpte GCKS

admt nmenmber - GCKS, renote GCKS

ej ect nmenber - GCKS, renote GCKS

audit group - GCKS, renpte GCKS

key access - GCKS, renote GCKS, GM

verify authorities - GCKS, renpte GCKS, GM
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DI SCUSSI ON

A question was asked regarding the role of policy server of the SMuG Reference
Configuration and its interface vis a vis key managenent? Hugh answered that
the policy BB sub-group is defining the policy payl oads, protocol, bindings,

etc. that entail policy exchanges between the "policy server" and "GCKS' as wel
as between the GCKS and nenbers. Further discussion concerned the nature of
the protocol exchanges. The group key nanagenent protocol carries policy. It is
not cl ear what protocol exchanges will occur between policy servers. Best
approach nmay be to define a sinple exanple, 1:N broadcast application, with no
negoti ati on and | ocal policies.

There was sone di scussion on carrying group policy information in announcement
protocol s and the issue of having nultiple secure groups associated with a



mul ticast group address or vice versa. An opinion was expressed that secure
groups should use session identifiers in place of I P addresses. A "secure
group” is defined as a group of participants who have access to a secret and the
group may be identified by sonme nane associated with this secret.

4., Administrative matters.

Ran reported that we are | ooking for sonmeone to host web page and nmailing list.
smug@s. unmass.edu is the mailing list. Carsten Borman volunteered to help with
t he web page.

5. Problem Area 1: Data Transforns, Ran Canett

The draft docunent was distributed to group prior to the |ast SMuUG WG neeti ng,
remar ks were collected and fed back into a revised draft, which was subsequently
posted to ietf-drafts. The team worki ng on MESP, AMESP and TESLA feel that
these are ready to nove to | ETF. This presentation reviews MESP and AVESP

Three services are offered by the multicast data transformns

0 GA is group authentication based on MAC technol ogy that uses a symmetric
key shared by the group

0 SA is source authentication that uses one of several schenes for
authenticating a source that is sending to the group

0 GS is group secrecy ("secrecy" may not be the right word since a novie may
requi re access control rather than sonme privacy service) based upon symretric
encryption using a shared group key.

There are several deploynment considerations for these services.

0 Should transforns include only a single BB or how should the BBs be
aggr egat ed

o What are the interactions with other application protocols such as
reliable nmulticast (RM protocols? W believe that SAis easier if RMis
provi ded, FEC-based RM needs SA on i ndividual packets/franes, and
retransm ssi on- based RM needs the encryption to be done "above" the RMtransform
unl ess repair-nodes need access to group secrets.

o There are several considerations for placenent in conmunication |ayers.
Source authentication is often (but not always) conputationally intensive.
Large nmessages/ packets are preferable for many or nost SA algorithnms and state
kept across nessages/packets, which is problematic for internetwork operation
TRAK states that source authentication should be in the application |ayer

o Data encryption is not nmuch of an issue as standard encryption exists and
can be used as is done in existing protocols (ESP, SSL/TLS), it's not
constrained to nessage size and there's no need to keep state across
nmessages/ packets, and data encryption can be done at any | ayer

0 Order of application of the GA, SA and GS services has a coupl e of
consi derations. Essentially any order is sound cryptographically (but for non
repudiation, it's better to do SA before encryption). GA is easy but weak

We recommend a proposed design that has

o Two identical transforns. One transformis in the |P | ayer and one above
| P layer.

o Each transform can provide full SA GS and GS functionality

0 One transformis the I P-layer transform MESP, which is an extension of
ESP.



DI SCUSSION: it might be cleaner to encapsul ate a new protocol id encapsul ated

i nside ESP; issue is support for RMI and TRAK. Brian suggested an alternative
encapsul ation that chains the secondary ESP having, say, SA to be pointed to by
the I PSEC ESP and to point to transport header. Adrian nentioned that the next
header points to a encrypted header and so this seens to be a problem

o The second transformis the application-layer transform AMESP, which is a
bunmp in the stack that takes an RM nessage and adds AMESP header and then hands
it back to RMso that the RMtransform can run wi thout having a security
transform beneath it.

0 There remnins the issue of application of order of the GA, GS and GA
transforns within MESP and/ or AMESP. There are three usage patterns

i Everything in application |ayer such as
+ anmesp with ga[enc[sa[data]]]
+ amesp with sa[enc[data]]]
+ nul |l MESP
ii. Everything in IP |ayer
iii. SAin app, GA+tGS in IP |ayer
+ anesp with sa[data] (null encrupt + external auth)
+ mesp with ga[gs[data]]
iv. There are a variety of valid combinations, e.g. SAin IP GSin app

Note that in many source authentication applications, the external auth data is
variable length (or set to sone inefficient maxinun).

DI SCUSSI ON: The question was asked: "Do RMI people like the bunp in the stack
approach of AMESP?" And the answer fromthose in the neeting seemed to be "In
general, yes." It was recomended that WG participants read ietf-rm-trak-pi-
security-requirenents.txt.

6. TESLA, Adrian Perrig

TESLA is a nmulticast source authentication algorithmthat overcones the

i nefficiencies of using asymmetric cryptography on a packet-by-packet basis by
anortizing the signature over a sequence of packets that use a | ow cost nessage
aut henti cati on code for each packet. TESLA s efficiencies come from del ayed

aut hentication of a chain of packets that have MACs conputed by a chain of Kkeys.
TESLA has the follow ng properties.

o | ow conputation and commruni cati on over head

o perfect robustness to packet |oss

o unidirectional data flow

o0 no sender side buffering

o del ayed aut hentication

o high authenticity guarantee

TESLA provides nmuch of the functionality of digital signatures, which are

i npractical today for nost packet or message-based authentication. TESLA cannot
provi de non-repudi ation. TESLA al so nakes several assunptions about the
particul ar group.

o The sender and receiver are |oosely tinme-synchronized on the order of a
single RTT. The receiver, noreover, knows the RTT dispersion of the group

o It's possible to use digital signature for bootstrapping

o There exists a cryptographically secure prf and mac

o TESLA may be bootstrapped using sonme digital signature system



Sender setup proceeds with the definition of an interval having a beginning tine
and an interval duration. During operation, the sender generates a key chain
usi ng pseudo-random function G and it is said that the sender commits to the key
chain and reveals (signs) one elenment of the chain of keys after some discl osure
delay. As each key in the chain can be derived fromthe disclosed key, the
sender is thereby authenticated.

Recei ver bootstrapping requires |oose tine synchroni zati on where receiver knows
the RTT di spersion of the group, beginning time of a specific interval, the
interval duration, the key chain commtnment (fromthe keys used in the MACs of

i ndi vi dual packets or nessages), and the disclosure delay. As part of its

boot strap procedure, the receiver needs the public key of the sender

During sender to receivers operation, the per-packet overhead is as |low as 20
byt es/ packet (if we skip all optional fields), as it is not necessary to

di scl ose each key in each packet because one can derive each key fromits
successor in the key chain. The authentication information then of a nessage,
P2, is the key fromthe preceding interval K1, and the contents used in the hash
of P2, called D2. The receiver stores the packet arriving during the disclosure
interval to ensure that the Security Condition is preserved: An attack may
succeed if attacker can get keys before a receiver gets the packets disclosing
the keys. Thus, the sender and receiver are weakly tinme-synchronized (+- delta)
to preserve the security condition for packet p: The reciver is certain of
authenticity when packet p arrives before sender discloses Kp. The packet gets
dropped if the security conditions not satisfied.

The TESLA transform applications include authentication in MESP and AMESP header
(TESLA is suitable for both internetwork, transport and application-I|ayer
services). That is, it can be used in both or either the interna

aut henti cati on or external authentication header of MESP/ AMESP. TESLA is also
designed to serve in the source authentication field of the Reliable Milticast
Transport ALC. protocol.

7. Problem Area Il: G oup | SAKMP, Mark Baugher

Mar k descri bed the group management protocol that he has been working on with
Brian Weis and Thomas Hardj ono. Goup | SAKMP applies many of the concepts,
messages, and payl oads of GSAKMP to an | SAKMP framework. This work is a "domain
of interpretation” for | SAKMP for Group Key Managenent; it is a Goup DO or
GDO for managing a structure of inter-dependent security associations as a
group security association (GSA). The GO establishes SAs to protect one or
nore group secrets anmong a group of principals; these secrets protect key
encrypting keys, traffic encrypting keys, or data shared by group nenbers.

The first SAin a GDO GSA is created through a uni cast exchange between sender
and each receiver as is done with GKMP and GSAKMP. A second SA is optional for
re-keying of the group and for group nmenbershi p mai ntenance using hierarchica

al gorithms such as Logical Key Hi erarchy and OFT. This second type of SA
(called a "Category 2 SA" in GDO parlance) is one-way and is suitable for
"push" over a nmulticast connection (though unicast service may be used as well).
The group secret used for mmintaining group menbership is the Key Encrypting Key
(KEK). The group secret used to control access to group data is called a
Traffic Encrypting Key (TEK). Just as a tree of KEKs is used by LKH and One-
Way Function Trees for group nmintenance; refresh of the TEK is acconplished by
encrypting it in the KEK. Thus the KEK is used for access control to the TEK



Wi t hout requiring costly unicast exchanges with each nmenmber and a central key
server.

The TEK thus protects traffic between the sender and receivers and it's the
keying material of the third type of SAin a GDO GSA (the Category 3 SA).

Est abl i shnent of the TEK for streans or files is the goal of the GDO. It is
possible to establish the TEK for internetwork, transport and application-I|ayer
services. The GDO allows the TEK to be established solely using a point-to-
poi nt exchange between the GCKS and the nenber. The Key Managenent datagram may
be used for pushing a TEK, encrypted in a KEK

The authors plan to post the draft prior to the next SMuG WG neeti ng. NRL has
agreed to review the draft prior to posting. The posted draft will |eave LKH
and OFT support as TBD, the authors also plan to incorporate the work of the
group policy teamin a future revision. Support for MESP, AMESP and TESLA wi | |
be in the first revision of the draft.

DI SCUSSI ON:  Ran was concerned that the GDO cannot run over |PSec, SSL/TLS,
ssh, and other security protocols but only over an |IKE phase 1. Ran suggested
that we work on a "resolution docunment.” Mark thought that there was no need
for a resolution docunent since one of the main things that distinguishes GDO
from GSAKMP and the generalized exchange in the GKMBB draft is that GDO uses
the | SAKMP framework. Thomas said that he was planning of posting an updated
version of the generalized key management buil ding block draft and that m ght
allow further experinentation with different group key managenent within the
context of a generic set of nessages and payl oads.

8. Next steps - Ran, Thonmas

GKMBB t eam shoul d work towards consistency of Group | SAKMP and GSAKMP once G oup
| SAKMP draft is reviewed and published. We would |ike to have inplenentations
of the key management, (A)MESP, and TESLA in the Fall. Sonme nmenbers of snug
will likely conduct a secure nulticast BOF at the next |ETF neeting.

DI SCUSSI ON: A couple of the participants from RMI voi ced support for the
progress the SMUG has made and said they feel good about the output of the IRTF
SMUG WG to date.
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