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l. I ntroductions were made and agenda di scussed
1. Presentations
1

What Anal ysts Need From a Protocol Specification

Cat hy Meadows, NRL

In her presentation Cathy briefly notivated the benefits of
formal anal ysis of security protocols and revi ewed application
of techniques such as theorem proving, nodel checking and high
| evel belief logic. Formal anal aysis has been done by NRL and
others on IKE and SET. Analysis is needed for group protocols
such as the security protocols that SMUG is expl oring.

Cathy said that (1) who sends a nessage, (2) nessage definition,
and (3) nessage processing nmust be specified in formal analysis.
Assunptions about the nessage-passi ng environnment and intruder
capabilities must be docunented to evaluate how well a given
protocol neets its goals to thwart attacks by preserving key
secrecy, authentication properties, or other docunented goals.

Cat hy di scussed the experiences and shortcom ngs of sone

comuni cations and eConmerce security protocols and stressed the
i mportance of clarity in identification of principals. Also,
when a security protocol uses services from another security
protocol, the analysis nust consider how intruders' capabilities
are limted in both protocols.

Prot ocol devel opers can aid formal analysis when they carefully
specify the follow ng informtion

o What are the principals' identities?

o How are keys bound? Are they bound to principals who are
executing prograns, to the key managenent system acting on
their behalf, or to sonme other entity?

o What do principals know?

What is kept secret?
o What nust be "fresh?"
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o What is authenticated?
o What events are guaranteed to happen previous to a given
protocol procedure?
o What definitions of the underlying security properties
are needed? For exanple, define "PFS" rather than refer to
it.
o DoS/ Replay requirenents or assunptions should be stated
up front.
Aut hentication protocols are well understood, particularly
in the point-to-point case. Less is known about ecomerce and
very little is known about group protocols. Protocol designers
of group protocols should take care to specify and docunent
their protocols with an eye toward the analysis to be
subsequently performed on them

Cathy's talk was followed by discussion on the applicability of
nat ural |anguage specifications for protocol devel opers and

i mpl ementers. Anal ysts convert these specs to formal nopdels,
which require at |east the information nmentioned above.

There was sone trailing discussion on the problematic use of
timers and synchrony in security protocols.

Mul ti cast | PSec Policy - Hugh Harney, SPARTA

Each Security Association used for group key managenent has
policy definitions for the crypto suite used, authentication of
principals' identities, and credentials needed by principals.
Hugh and Andrea Col egrove mapped the GSAKMP Policy Token to the
fields used in the I PSec SPD and SAD. This was done for the
GKMBB Cat egory 3(data protocol SA) and Category 1(key pull SA).
The Category 2 (key push SA) would not use |PSec or any

ot her underlying security protocol under GSAKMP or GKMBB

Hugh gave us a handout that included Category 3 and Category 2
definitions. He presented the Category 3 policy definitions,
and a draft will be forthconm ng.

Mappi ng of Category 3 information assunes that GSAKMP is used
toinitialize an | PSec SA from group sender(s) to receivers to
run ESP, for exanple. The SA is defined by a 6-tuple.

0 Source Address, which may be * for the G oup Authentication

option

0 Source Port, which may be "*" for the Group Authentication
option
Desti nati on Address
Desti nation Port
Transport Protoco
Name, which is a 4-byte random val ue to acconmodate the
fact that an I P Multicast Destination Address/Port may be
reused

O O O O

There was di scussion concerning the selectors such as the
applicability of a fully-specified Source Address/ Source Port,
which is needed for the Source Authentication option and will
be used i ndependently of the SrcAuth when Single Source

Mul ticast is used. The fully-specified Source Address/ Source



Port does not scale well for MN nmulticast as M the nunber of
senders grows. W see no way to avoid supporting both options,
however, since many applications will be single source or will
want source authentication (presumably for a small nunber of
sources).

The Principals' identities are conveyed in a GID tuple in the
key management protocol
o Menber identity can be | P address (deprecated by | AB), host
or user domain name, public key, shared key, and
ot her neans.
o Goup identity, the
<Desti nati on Address, Destination Port, Name>
tupl e contained in the sel ector

There is | PSec-specific information for Situation

Aut hentication/Integrity, and Encryption. Also specified in
an | PSec SPD is the security protocol, which should be ESP and
which cones with data-origin authentication, integrity, replay
protection, and data confidentiality.

Hugh's handout naps the fields found in the I1PSec SPD to the
GSAKMP Pol i cy Token.

The I PSec SAD is an instantiation of an SPD entry which includes
Repl ay counter, SPI, and keying material. Replay counter works
when source is identified in the selector. It's not possible to
have Replay protection for each source of an M N session

The SPI, augnented with SRC/ Dest sel ectors

i dentifies packets belonging to the SA at the nenber-receiver
and wi Il change when the SA changes. The MIU i s neaningl ess
in multi-sender groups.

The Category 1 SAis the policy for the "secure channel" that we
di scussed extensively during Thonas' report.

Mor e di scussion foll owed Hugh's report. Joe tal ked about

single source nulticast and the fact that nmultiple secure groups
will send to the sane nmulticast address in a single source
environnent. There was nore discussion on the replay issue

when there are nultiple sources and sone specul ati on on how
this can be nade to scale.

Probl em Area |I: Milticast Data Security Transfornms, Ran Canett
Ran presented the transforns draft that he wote wi th Pankoj
Rohat gi and Pau- Chen Cheng from Watson. 3 functional building
bl ocks are defined

o GA: group authentication

o GS: group secrecy guarantees that only group nenebers have

access to conmmuni cated date

0 SrA: guarantees data originates with claimed sender and was not

modi fi ed en-route

These functional building blocks are realized by two protoco



bui | di ng bl ocks, MESP and AMESP. Thus the protocol building bl ock
transforns satisfy the requirements of nultiple functional building
bl ocks. An inportant functional requirenent is support of RM
protocol s.
0 SrAis easier if RMis provided
FEC- based RM needs SrA on individual packets/frames (i.e. below
RM xform) because FEC-based RMis vul nerable to DoS
0 Retransni ssion-based RM needs encryption 'above' the
RM xform (this is because routers and non-group nenbers may
function as 'repair nodes' in some sone schenes.
The functional requirenents thus span internetwork, transport and
application layers so |ayer placenent of the xforns is an issue.
SrA is conputationally intensive (but not always). Ofter there
are inter-packet dependenci es nmaki ng nessage-| evel (transport or
app layer) SrA processing preferable. New SrA algorithnms continue
to be devel oped so future placenent at internetwork |ayer can't be
rul ed out though placenment at the transport or application |ayer
seens best at the present tine.

GA and GS are efficient for both packets and nessages and can |ive
at any of the 3 layers. The order in which GA, GS, and SrA are
performed maps to the layers, however, although any order is
cryptographically sound (except that sign preceeds encrypt
if non-repudiation is desired). Here are sone recomrended
orderi ngs.
0o GA is easy to do, weak guarantee; nmakes sense to do first
(i.e. to do at the "outer layer" in the notation bel ow) and
to do this at internetwork | ayer when possible to elimnate
DoS from non-group nenbers
o SrA before encryption to allow GSin a |ower |ayer for
applications where this is desired.
Ran used "outer" and "inner" notation where outer transforns are
performed before the inner transforns. For exanple,
GA(GS(SrA(data))) allows GA at internetwork |ayer, GS at
i nternetwork or transport/appilcation |ayers, and SrA at
transport or application layers. |f non-repudiation and GA DoS
protection is unneeded, SrA(GS(data)) can be done at transport/
application layers though it does not give non-repudiation.
2 identical transforns, one in |IP | ayer and one in transport/
application layer can provide full security functionality: SrA, GA,
GS t hough group policy specifies where is each functional BB is to
be carried out. MESP realizes the functional BB at the
i nternetwork | ayer and the AMESP protocol BB realizes the
functional BBs at the transport or application |ayer.

The I P-layer transform MESP, is an extension of ESP where the
processing includes not only GA and GS, with no (or mininmal?)
changes to ESP, but SrA can be added by MESP devel opers if this
is desired in the future. Wen there is no SrAin MESP, we get
| PSec ESP.

Application-layer MESP, called "AVESP," is identical to MESP
except that it occurs after the IP and Transport header and
makes no use of the next-protocol field. AMESP does everything in



the application |ayer.

Here are some AMESP transforms.

0 AMESP with GA[ GS[ SrA[data]]]

0 AMESP with SrA[ GS[data]]

o null MESP
The Group Authentication service may be done entirely in the
transport/applicatoin layer. So too for the G oup Secrecy
service. As described earlier, SrAis probably better done in
the transport/application | ayer.

There was di scussion on the various alternatives of header
and transforms placenent. The proposal was very well received
by meeting participants.

Probl em Area Il: Thomas Hardj ono

Thomas presented key managenent nmessage exchanges for the key
managenent buil ding block draft he is witing with Hugh Harney and
Mar k Baugher. The first draft, draft-irtf-snug-gknbb-gsadef-00.txt,
revi ewed objectives, requirenents, and properties of the G oup
Security Association in the context of the SMuG Reference FrameworKk.
The GSA is conposed of a Category-1 SA (Pull SA), a Category-2 SA
(Push SA) and a Category-3 SA (Data SA). Category-1 is used to
initialize or re-initialize a nmenber with keying material. The
Category-2 SA inmplements an efficient multicast key managenent

al gorithm such as LKH+ to add and renpve secure multicast group
menbers. The Category-3 SA would be used with MESP, AMESP or sone
ot her packet or nessage security protocol

draft-irtf-smug-gknbb-gsadef-00.txt was presented at the February
SMUG neeting at ACIRI. This work was well received and the consensus
of the ACIRI neeting was that the authors should proceed to specify
flows for the GSA. Thomas presented a foil showing flows for the

pull SA and push SA. The flows were high-level and abstract; they
are layer-independent and can namke use of various group determn nation
al gorithms such as LKH, OFT, or LKH+. New payload definitions were

i ntroduced and descri bed by Thomas such as the A D, which identifies
the secure group, the PT, which is the Policy Token being defined

by Hugh, Patrick and others, and the key array, which is defined by
the specific group determi nation algorithm

Paul pointed out that the exchanges do not include enough
authenticating information for AKE. Thomas explained that this is
the next |ayer of detail that will be included in the draft. There
was consi derabl e di scussion on the role of the "secure channel" and
the credentials that are used and exchanged in the secure channe
that commences the pull exchange. Ran and others questioned the
need for AKE followi ng secure channel establishnment. A |engthy

di scussi on ensued regardi ng whether the credentials used for the
secure channel are sufficient for admtting the nenber into

the group. An alternative viewis that the credentials used to
establish the secure channel enable the nmenber to securely

conmuni cate with the GC+KS and that a different set of credentials
are needed to admt the nenber into the secure nulticast group. Thus



there are two possibilities. First, there is a single-phase approach
where the secure channel is established with the credentials that
enabl e the nenber to join the particular group. This is nuch sinpler
than the scheme Thomas presented. The second schene, the one that
was presented, is a two-phase establishment where the downl oad of
policy information is done under the protection of the secure
channel . The two-phase approach allows the nmenber to deternine
whether it has the credentials needed to join the group. The

t wo- phase approach also allows the secure channel with the GC+KS to
be reused by the nenber, who may be likely to join rmultiple groups.

The secure channel / phase di scussion led into two other topics, the
trust rel ationships and the processes that preceed key determ nation
The group enunerated three distinct processes.

0 group announcenent: various neans may be enpl oyed to neke
potential menbers aware of the secure nulticast group and
how where potential nmenbers may get credentials for the group

0 group registration where the potential nmenber gets the needed
credential to join a particular group

0 group key determ nation where the nenber gets initialized and
reinitialized with keying materi al and includes nessage
exchanges to maintain and del ete the group

The key managenent buil ding block is concerned with the third step
key determ nation. How a potential nenber |earns of the group owner
and group policy relates to the three trust relationships of the
nodel .

0 Group owner establishes policy and signs the policy token that
speci fies the cryptographic and authentication requirenents
for the group along with all aspects of group key managenent
such as the algorithns used for adding and renpovi ng group
menbers. The group owner del egates the nanagenent of the
group to the GC+KS, which it trusts for admitting, keying,
and renovi ng nmenbers fromthe secure group.

0 GC+KS distributes keying material to group nenbers according to
the group policy. The GC+KS is the agent of the Group Owner
and will renpve nenbers at the command of the Group Ower. The
GC+KS requires potential nmenbers to present credentials as
speci fied by the group owner; these credentials will be used
by menbers who need to be re-initialized with group keying
material during the lifetinme of the group, which it destroys
according to policy or by conmand by the G oup Omer. The
GC+KS may del egate key distribution to a key server, according
to policy. Either the GC+KS or a designated key server will
send aut henticated keying material to Group Menbers, which
they trust to use in accordance with Goup Policy.

0 Group Menbers present the group credential to the GC+KS to
be initialized or reinitialized with keying material. The
Group Menber checks that the source of the keying materi al
is froma the GC+KS designated by the G oup Owmer or by sone
aut henti cated key server that has been del egated by the GC+KS.
These trust relationships are enbodied in the Policy Token.

Group Policy is comrunicated in the Policy Token. The SMuG
partici pants di scussed various alternatives for how the potentia
menber | earns of the group, gets the group credential, gets the



group policy, and gets keying naterial

The di scussion went to the end of the first day and through nost of
the next nmorning. Thomas said that the team working on the group
key managenent building block will clarify the issues and neke
proposals in the forthcom ng draft docunent. Two related issues
need to be addressed.

o The nature of the credentials used in secure channe

est abl i shnent
o Whether AKE is needed within the secure channe

Concl usi on
Hugh and Patrick deferred the Policy Token presentation to the
next SMuUG neeting, which will be held at the next |ETF neeting.



