M nutes of 11 Feb 2000 SMuG Meeting m nutes, |ICSI ACI R, Berkeley, CA

Scri be: Mark Baugher

1. 9-10 presentations
A. Perrig, multicast source authentication
2. 10-12:20 GKM BB
3. 12:30-1:30 Lunch
4, 1:30-2:30 policy BB
5. 2:30-3 Break
6. 3-5:30 data handling BB

Li st of Attendees

1. A Perrig, Efficient Authentication and Signature of Milticast
Streans over Lossy Channels is a paper prepared by Perrig,
Canetti, Tygar, and Song; available after 10 March at
http://paris.cs.berkel ey. edu/ ~perri g/ projects. htni .

Approach separates authentication from non-repudiation

and extends "Guy Fawkes" protocol. 2 sets of protocols
presented, 5 variations on the authentication protocol and
one non-repudi ation. Authentication schenes feature

| ow overhead on the order of one MAC and 2 prf's per packet
for both sender and receiver; there's nuch | ess state and
application dependence than previous tree-based nodel s,

whi ch do not separate authentication from signatures.

The packet overhead is as |ow as 25 bytes for authentication
and 50 bytes per packet for non-repudiation. Basic idea is
that the sender creates and uses a secret to compute a MAC,
whi ch the receiver caches until the secret is revealed in

a later packet. Security of the systemis based on very

| oose time synchronization between senders and receivers

to preserve the security condition: Data packet Pi arrived
safely if receiver can unanbi guously deci de based on its
synchroni zed time a bounded clock drift that the sender
could not yet send out the correspondi ng key disclosure
packets Pj>i. The five nmulticast source authentication
schenmes deal with nulticast distribution, packet |oss,
arbitrary packet rates, variable packet rates, and a

het er ogeneous receivers with a wide range of clock drift.
Much of the resilience and efficiencies of the schenmes result
fromthe use of a key chain of the non-invertible PRFs that
mnimzes state and conputation as well as permt space-tine
tradeoffs to be nade by individual receivers. Note that

the five schenes have different capabiities and restrictions.
VWereas scheme | is not tolerant to |oss, schenme 2 is but

is sensitive to delay, and scheme 3 renobves the sensitivity
to delay for fixed-rate streans, etc.



One schene was presented for non-repudiation that used

a simlar approach by chaining hash val ues conputed

across a set of packets without the need to delay individua
packets. Though the receiver my need to wait to verify

i ndi vi dual packets. An optimstic authentication approach is
di scussed under the stream authentication section of the paper
where the application is informed of earlier packets that were
delivered but not authenticated.

There was sone controversy regardi ng the synchroni zation
requi renents of some schenmes and the effects of delay on the
protocol s. Performance results fromthe paper were al so

di scussed. There were a nunber of participants expressing
the view that this was a very pron sing approach

2. R Canetti, Reliable multicasting of rekey information
Ran | ed a discussion on the need to conpl enent scal abl e key
distribution with reliable nmulticast. There is an issue
regar di ng whet her an RM protocol should be incorporated into
the nmulticast key distribution protocol or whether an RM
protocol should be a | ayer independent of the key determnination
It is possible to piggyback on data flow. This flow nmay be
| ossy, in the case where it is not an RMflow, and such an approach
breaks the data/control separation.

Ran described a "nulti-tiered" solution where each re-key nessage
contains informati on on several re-key events using FEC. \Wen
the group nenber cannot reconstruct the key nmessages, it mnust
re-initialize through the G oup Controller/Key Server. This may
lead to scalability issues. The "nulti-tiered" solution has

"out posts" of key servers to hierarchically support both push

and pull of keying material from sub-popul ati ons of group nenbers.

There was a brief, lively discussion regarding |ayering of RM
services versus incorporating RMin key managenent. Sonme di scussion
regarding the type of RM appropriate to key nanagenent

and whet her RM needs to be considered for group key mmnagenent at
all. It was decided to resune the discussion later in the day
prior to the data handling building block presentation.

3. T.Hardjono, Goup Security Association (GSA)Buil ding Bl ock Concepts
Thomas presented work done on the group key managenent buil di ng
block to identify constructs needed to support the distribution
of nulticast keying material. The presentation was based on the
draft docunent

http://search.ietf.org/internet-drafts/draft-irtf-snmug-gknbb-gsadef-
00. t xt

The GSA answers the questions of state needed to support three
procedur es
o The "pull" of keying material by a nenber who joins a secure



nmul ti cast group; in the SMUG Reference Franework, the nmenber
is either a sender, a receiver, or both sender and receiver to
the secure group. The pull request is nade by the nmenber to
the G oup Controller/Key Server (GC+KS). Follow ng nutua
aut hentication and nmenmber authorization, the GC+KS distributes
the keys to the requesting nmenber, which repeats the pul
request when it needs to be re-initialized with keys.

o The protection of data sent to the secure nmulticast group using
the keying material that is pulled or pushed fromthe GC+KS.

o The "push" of keying material fromthe GC+KS to achi eve scal abl e
key distribution to nmenbers using nulticast distribution
techni ques and an efficient algorithmsuch as LKH or OFT.

The distribution of keys and protection of data require the
establishnment of security state. 1In the "pull" case, security
state nust be nmintained between the GC+KS and each nmenber though
the connection used to pull the keying material may be brought
down once the nenber receives the keys. Conceptually, a security
associ ation (SA) must be established to acconplish the pull and
which initializes the nmenber with keying material needed for

a second type of SA that exists between group senders and group
receivers. Call this a "type" of SA since there could be multiple
SA instances, such as one for each sender to the secure nulticast
group or a "bundle" of logically-related SAs for a nultinedia
session. The type of SA between senders and receiver nenbers

is called a "Type 3 SA" and the type of SA between GC+KS and
menbers is called a "Type 1 SA." A "Type-2 SA" is al so between
the GC+KS and all nenbers where keys are distributed using
nmul ti cast techni ques and al gorithnms such as LKH and OFT. Type-2
is a "push" SA and a Type-1 SAis the "pull" SA. Only Type-3

and Type-1 SAs are strictly required for a secure mnulticast

group as many group key nmanagenent schemes do not use mnulticast
techni ques for distributing keys; scal able key distribution is
not needed for sone solutions (GKMP, MARKS) and some applications,
such as "pay-per-view' applications.

Thomas drew t he SMuG Ref erence Framework using different col ored
arcs for each SA type. The three types of SAs are aggregated into
a GSA, which is established, maintained and destroyed for a secure
nmul ti cast group by a group key managenent protocol. Each SA
closely resenmbles an SA fromthe Internet Security Architecture as
the SA has transport address/protocol selectors, keys, policy

i nformation, group identifiers and other attributes. Type-2 and
Type-3 differ froman IPSec SAin that it's SPI is selected by

the source (or the GC+KS on behal f of the source), not the
receiver. There are issues with SPlI uniqueness in this approach

t hat have been discussed in an earlier draft by Hardjono et. al

al ong with possible solutions. These issues will be considered
in the next stage of the group key mmnagenent buil di ng bl ock work,
which will devel op protocol exchanges/flows for GSAs. There will

be a draft describing the concepts follow ng by another draft
descri bing the exchanges/fl ows.

In the discussion, it was pointed out that the reliability issue



is concerned with the Type-2 GSA. Sone partici pants pointed out
that use of Type names may be confused with U S. Governnent

Type | and Type Il applications. There was some controversy
over the need for nmultiple instances of SAs in the GSA concept.
Overall, three seened to be consensus that the GSA concept is

i mportant to group key management and central to work on the
bui l di ng bl ock. Ran asked the for a show of hands of persons
interested in working on the group key managenent buil di ng bl ock
and there were at |east a half dozen people indicating interest.
Thomas said he would foll owup with a next-steps proposal for
this group within SMIG

H. Har ney, Group policy

Hugh defi ned group policy as the cryptographic and group-trust
paraneters that informeach menber the criteria for bel onging

to a group, how the group will be nmaintained and by which
entities. Goup policy nust be unanmbi guous and verifiabl e whereby
all nmenbers enforce and adhere to a published policy concerning
access to group keying material and authorization to perform
security actions such as admtting nenbers, re-keying nenbers,

and evicting nmenbers. The acceptable infrastructures for

group policy include the GSA and PKI infrastructures.

There are |l ocal and group-specific policy sets. Latter includes
policy identification, access, authorization, nechani sns/ SAs,
policy verification (e.g., Antigone) and includ access policy
such as an ACL but alternative approaches include rul e-based

(or role-based) access control. Former (local policy) includes

| ocal configuration deata describing requirenents of received
policies - infrastructure policy of |ocal credentials and trusted
parties.

Hugh presented a tree structure with a root having five descendent
objects defining a policy structure: Group ldentification,
Access, Authorization, Mechanisns and Verification. Each object
has various attributes and the tree of objects and attributes
defines a group and local policy structure. This work will be
written up in a forthcom ng draft for the group policy building

bl ock.

During di scussion, sone participants (Da M ngh, Gene) thought that
a smaller set of policy objects and attributes, which was sinpler,
woul d be preferable. Specifically, less in authorization policy
woul d be better according to sone participants. There were al so
guesti ons about what policy does the nenber need to know versus
what the GC+KS needs to know. Hugh answered that the nenber
woul d need the information contained in the tree structure. The
sender needs to know the criteria for a menber to gain access to
group keying material (Access), which entities may adnit nenbers
and rekey the group (Authorization), how group would be rekeyed
and the crypto policy (Mechanisnms), the identity of the group
(ldentity), and the Verification of the source of the policy.

Hugh was encouraged to wite up the presentation in the form of



a draft prior to the Spring SMuIG neeti ng.

ReDi scussi on on rekey

Mar k Baugher proposed relegating reliability for Type 2 to a
reliability layer and not incorporate these nechanisns into

the key determination flows for Type 2. Debate over whether
there is a 'chicken and egg' problem Ran suggested that there is
an apparent (as opposed to real) chicken and egg problemif it
were perceived that GKMrelied on the output of RMI. Discussion
ensued regarding the idea of tunneling keying nmaterial to the
source for distribution. Hugh said the issue is an application
probl em that does not belong in group key nmanagenent. Mark
Handl ey and ot hers suggested that SMuG buil di ng bl ocks shoul d

not recreate RM nmechani sms. Further discussion wandered into

the need for heartbeat mechani sns and scalability issues of

| ost re-key nmessages triggering requests to the GC+KS by
potentially a |large nunber of nenbers. |In summary, three options
were outlined: do nothing (Hugh's proposal), do a mninml RM
protocol, much |ike the reliability nechanisns in |IKE, use an
avail able RM protocol. MarkB agreed to post a sunmary to

the SMUG i st for further discussion

R Canetti, P.Rohatgi, Milticast data security transfornms (Area 1)
Ran presented the data handling (Area 1) building blocks for group
aut hentication, data encryption, and source authentication. The
latter is the hardest problemin Area 1, possibly the hardest
probl em for secure nulticast.

Source aut hentication can be conputationally intensive, often
require significant state kept across frames (except Rohatgi's),
and there are many different algorithms, new ones continually
proposed. Current nethods seem nore suitable for the application
| ayer, but it would be preferable to have this function in the

i nternetwork and/or transport layers to relieve application
progranms of the need to incorporate such conplexity and to

better protect against denial of service attacks.

Wher eas npst source authentication algorithns are better suited
for the application layer, Ran presented "depl oynent

consi derations" that assigned group authentication (packet

aut hentication using a group key) to the IP layer. Data
encryption, another data-handling service, can also be

pl aced at the |IP | ayer.

Group authentication and data encryption at the IP | ayer nay neke
use of ESP (SSL?). The order of application of the various
services was al so consi dered under "depl oynment consi derations."
Ran reported that any order is cryptographically sound for
group auth but source auth is preferable before encryption to
all ow encryption to be done at a |lower layer. Ran presented a
tabl e descri bing suites and ordering.

I SA in app, enc+tGA in ip layer (esp)

Il SAin app, end+GA in app (new, esp-like transform

1l SAin IP layer, en_GAin IP layer (ESP) {FEC needs it?7?}



IV SA+ENC+GA in transport |ayer
The Bal ti nrore SMUG neeting proposes doing |1l and
transforns were al so proposed.

1 SourceAut hT: Appl-layer source auth xforns;
i nstanti ati ons al ready exist;
i ndependent of whether enc in IP or
ESP: For | P layer group auth, encryption
3 AESP: application-layer ESP, with sinilar

N

changes to header fields accommpdat es new | ayer
i dea was to always do group authentication
is to do group auth at IP

The ori gi nal
with encryption, but a new idat

| ayer with encryption at another |ayer.
Ran prom sed that an upcoming draft will
for the data-handling building block and present
detail ed specification.

(one nonolithic transfornf®)

1. Three

sever al

either with or wo RM
in application

| ayout (sone

pl acenent),

revi ew promnent suites

a nore

There was di scussion concerning the appropriateness of hybrid

streant bl ock ci phers, which would require change
ESP specification. There was al so discussion on
expediting the work that Adrian Perrig presented
aut henti cation, possibly as a | ETF working group
data handl i ng, key managenent and group policy.
that the Perrig et. al. paper be submitted as an
as a first step.

to the current
the idea of

on source
separate from
Thomas proposed
| ETF draft

neeting tine

canetti @vatson.i bmcom

7. Next neeting
Thomas will post a nessage to the list to deternmine interest in
nmeeting in Australia. If not, we will find another
in April-My tinefrane.
Name Affiliation Emai |
Mar k Baugher PassEdge nbaugher @assedge. com
Ran Canetti | BM Wat son
A ivier Cevassut LBL ochevassut @ bl . gov
Dah M ng Chiu SUN M crosyst ens chi u@ast . sun. com
Mar k Handl ey ACI RI nj h@ciri.org

har dj ono@ort el net wor ks. com

Eri c Harder NSA ej h@ycho. ncsc. m |

Thomas Har dj ono Nor t el

Hugh Har ney Sparta hh@parta.com

M ke Luby Digital Fountain | uby @if ount ai n. com

David MG ew Cl SCO ncgrew@i sco. com

Roger Ker node Mot or ol a Roger . Ker nnde@rot or ol a. com
Anit Kl ei nmann NDS akl ei nmann@ndsi srael . com
Cat heri ne Meadows NRL meadows@td. nrl . navy. m |
Adrian Perrig CWMUJ/ UCB adri an@s. berkel ey. edu
Bob Qui nn stardust.com rcq@t ardust. com

Lars Rasmussen Digital Fountain | ar s@if ount ai n. com

I gnacio Solis | SI'/USC i solis@si.edu

Dawn Song CWMUJ/ UCB dawnsong@s. ber kel ey. edu
Paul Syverson NRL syverson@td. nrl.navy. m |



Gene Tsudi k ucl gts@si . edu
Bri an Wei ss Cl SCO bew@i sco. com



