M nutes of Secure Milticast Group (SmuG 12'" Meeting at | ETF50, March 2001

1. Status of SMuUG - Thormas Hardjono, Nortel

Thomas said that the SMuG drafts have nearly all been migrated to MSEC. W
should now run SMUGin parallel with MSEC where SMIG supports MSEC in the
way that the RVMRG group supports RM.

Thomas showed the standard SMuG Framework slide and indicated that we now
need to handl e the distributed side of the franework. That will be a
predoni nate topic, because people will be asking in MSEC about scalability.
Furthernore, SMuUG nust pay attention what happens in MSEC

There are future work itenms (discussed at the end of the neeting). Again,
once things becone solid enough we shoul d push them over to MSEC

Hugh asked if we shoul d make sone of the SMuUG docunents information RFCs?
Ran replied that yes, and we can do this directly from SMIG

Mark wi |l be taking Thomas' position as a SMUG chair. This will put new bl ood
into SMUG and al so all ows Thomas to focus on MSEC.

2. Anycast Security presentation - Lakshim nath Dondeti, Nortel

Anycast is a cousin of multicast, so this is a very valid SMiGtopic to
consider. It delivers packets to the "topol ogically nearest" network el enent
with the address. This provides fault-tol erance.

Anycast routing is defined in RFC 1546. Anycast servers use ARP and Link-1|evel
mul ticast for advertisenents and listening. Forwarding is simlar to

unicast in the network, and last-hop routing is simlar to that in

mul ticasting. Any server responding to an anycast request puts its own address
as the source of the reply.

The security issues with anycast are sinilar to those in multicast, along with
a few nore. Server advertisements are unauthorized, anycast servers are not
proven to be authentic, and anycast communi cations are not checked for
integrity or otherw se secure.

Hugh mentioned that he has devel oped sone technology which is simlar to
anycast. You have to start with policy dissenmination to solve the problens
of clients knowing that a server is legitinate.

Tassos asked if the problemis authenticating the server or the information

that it gives you? Thomas replied that a client sends the anycast nessage,

and then wants to authenticate that the responding server. But it mght trust
the server after that initial exchange.

Tassos suggested that you can't have 2 unicast nessages |inked together (i.e.
trusting the second one because you trusted the first one) because you don't
know if there are going to the sane server. But it's not a probl em because
you're going to switch to a different node (unicast to the server) after the
first packet. Lakshimnath said that with DNS there is no correlation of
anycast nessages, they're all independent. But with other applications you

m ght need to keep state between anycast nessages, especially if you want



fault tol erance.

The issues with Anycast server advertisements include clients having no way of
identifying legitimte servers. Any host can advertise itself as an anycast
server for purposes of DoS and/or spoofing a real server. The proposed
solution is to use anycast server access control neasures.

Pete asked if this issue is any different than the nulticast case, and the
answer was no. Pete asked if this wasn't sinilar to the

problens with routing security? The answer was that you could, but using

group access control solution are nuch sinpler. A discussion on the
applicability of routing security ensued, where Thomas pointed out that |SPs
don't like signed LSAs because they make the routing nessages nuch | arger.
Hugh pointed out that in the any case you need not only signed nessages, but a
local |l y defined policy.

Hugh observed that it sounds as if an administrator is be setting up an
anycast service, so it's probably not a router but actually a server. Signed
router updates don't apply. The server has policy it is passing. At the
application layer it needs a policy so it can distinguish between valid
servers and invalid servers. Lakshimnath agreed that certain valid servers
need to be defined in the registration process. The | Pv6 peopl e t hought of
routers with ACLs to verify a client can use that service

Ran asked if the solution was servers authenticating the clients, or vice
versa? Lakshimnath said that in the DNS anycast case the client sends out
the DNS request, and he just wants to get back a response without doing
authentication. Ran reasoned that this puts conputational overhead on the
servers to do public key operations. Hugh suggested that you can use group
keyi ng but you have to give the key to all clients and servers. Brian
suggested that if you have the servers and all first hop routers in a group
you coul d exclude the clients but solve the authentication problemdown to
the last hop. If you use group keys this may work -- first hop routers
probably don't want to do public key verification either. Hugh agreed that
if an ISP wants to provide its own services, it can protect it's own
servers and its own 1st hop routers. This keeps you fromhaving to trust al
of the clients, which is the harder problem

Pete pointed out that the solution is fine when using anycast for a service,
but if you use it for an application than this method won't work. Everyone
generally agreed that this is a good research probl em

Hugh asked if there the requirenent that there should be no public key
operations for verifying server authenticity? Lakshim nath replied no, but
that they wouldn't be considered for the i mediate sol ution

Tassos asked if it would be well advised to have en entity in the |oca

networ k which could be queried to find if a server is valid? In which case
there would be not a client dealing with certificates but the local trusted
entity. It was suggested that anycast could route all responses to

this proxy, and that the client only contact the proxy. However the client
woul d | ose fault tol erance, which is one of the valuable properties of anycast.

Sormeone suggested that inagine you contact an anycast server without
authenticating them and then do the authentication check after receiving the
uni cast replay. It's a weaker approach but would be satisfactory to sone
people. Verify, then put on the authentication list. Pete nentioned that the



fundanental properly of anycast is finding the server. You want to
verify the response, but also avoid the DoS attack of invalid servers

The issues with securing anycast communication include nmaking the

comruni cations private. The proposed solution is an | PSec counterpart for
anycast. We may al so draw from group security work. |PSec could be used for
securing anycast, but the fault-tol erant nature of anycast service |ocation
woul d be lost. I KE woul d have to change slightly: the initiator (client)
woul d send a "requests for service" to the anycast address whereas the
responder (server) would reply with source address as its uni cast address.

Ran asked about using an Akanai server approach. Lakshi m nath agreed that
they use an anycast sort of approach. Looking at an M T paper describing this
a small group of servers keep all state anongst the servers, with one
managenent station deciding when to switch sessions between servers. Anycast
probably don't do that though. Hugh suggested that if the anycast group
shared a private key (and the pubkey was published), wouldn't that work to
sol ve sonme of the migration problens? Lakshi m nath agreed, and pointed out
that you could then al so do anycast group authentication. Brian pointed out
that revocation of the keypair w thout service | oss then becomes an obvi ous
difficulty. Soneone suggested that the group could be torn down to start a
new one in that case, but Hugh responded that it was not necessarily workable
as the group could use an LKH tree or OFT for the group menbers.

Tassos said that the problemis not security, but that you want the session
to stay up even if the server goes down. Lakshim nath replied that when we
throw in security then we have to deal with it. He's not trying to solve the
connection mgration problem just the security managenent worries.

There was a di scussi on considering whether different servers should share the
sane unicast | P address so that if one dies the other can take over. But
Thomas said that if those servers are in different subnets that won't

wor k. Lakshi mi nath pointed out that anycast provides nore than fault tol erance
there's a primtive | oad-bal ancing going on as well.

Sonmeone asked which is the main problemwe're trying to sol ve? Lakshininath
said that there are inportant problenms, and urgent problens! W' re doing this
to solve the inportant problens because others are working on the urgent

probl ens already. E. g., IPv6 just solved the access-control problem because
that's urgent. But they've asked us to find a better solution. But we could
sol ve the easy inportant problemnow first if we can

3. NTRU Overview - Ari Singer, NTRU

Ari didn't go over the details of the NTRU algorithmthis tinme. He can send
previ ous presentations to those who need them He was presenting because he
feels that NTRU provi des technol ogy which would be particularly suitable for
nmulticast. One problemin the secure nulticast space is slow public key
encryption, and NTRU provides faster public key technol ogy.

NTRU provi de public key encryption and signatures. It is based on hard

probl ens which are different than the ones the RSA and ECC al gorithms use

It provides very fast encryption, decryption, digital signature

generation and verification, and key generation. This is done with a very smal
footprint and nmenory requirenents. There are patent issues, of course



The point to this group is that NTRU greatly di mi nishes the tradeoffs of speed
and power consunption costs. Also, this group is |ooking at problens for the
future, and he expects NTRU to be w dely deployed in the future.

The al gorithm has had big name people to reviewit, and the revi ews have been
public. It's all on their web site.

Thomas pointed out that the | ETF doesn't standardize ci phers, although it

ref erences them For exanple Scott Fluhrer is currently doing the AES draft for
| PSEC, and suggests that Ari could do the same for NTRU. Ran pointed out that
he coul d al so specify how | KE woul d use NTRU for authentication (signatures
and encrypted nonce cases). PKI X also has an algorithmlist.

Ran suggested two places NTRU coul d be used in SMIG and MSEC areas: one is
key management for the SAL (in GDA or GSAKMP). The other is for source
authentication to authenticate each packet individually. The main trouble
here is the length of the signature -- it's on the order of 2000 bits.

That m ght be OK for |arger packets though. For unicast, the overhead is
12-20 bytes. Ari nentioned that as NTRU keys grow i n size, they beconme about
the same length as ECC. At 2048 bits they're close; at 1024 bits they are

| arger than RSA

4, Formalizing Security Requirenents for GDA - Cathy Meadows, NRL

In her group at NRL, they are doing research in crypto protocols. She's been
working with the GO group anal yzing the GDA protocol. But she wants to
present this to SMuG now (even though GDA has noved to MSEC) because this
opened some interesting research issues.

The goals of her work are to provide set of formal requirenments for GDA
that can provide fornmal analysis, and provide gui dance and understanding for
the witers/inplenenters/users of GDA.

She wites the formal specification for GDA requirenments using the NPATRL
requi renents | anguage devel oped at NRL. However, the |anguage isn't a very
readabl e notation which limts its use. This has pronpted research into
devel opi ng nore readabl e notation for NPATRL.

@A has a nmaze of requirenents which include: access control, authentication,
secrecy, freshness, and PFS. These interact, which is why it is a nmaze. For
exanpl e, secrecy interacts with freshness of keys, etc.

There are sone chall enges in devel opi ng requirenments for group protocols.
Pai rwi se protocol s have notion of a session where secrecy neans keys are not
| earned by parties not involved in the session, and freshness neans that a
key is unique to a session. But in a group protocol session, nuch nmore open
ended: nmany keys may be distributed in one session, and principals nmay join
and | eave the group during a session.

The secrecy requirenents for GbA include forward access control, back access
control and PFS. Qther requirenments nay govern the affects of stealing keys.

Hugh asked if there is an assunption that everyone in the group knows where
they shoul d get there keys, who can give themupdates, etc.? Cathy replied
yes, we assune only one well-known GCKS. That would be a good separate
requirenent to express in this |anguage.



There are two kinds of freshness issues with respect to each role. The first
issue is fromthe GCKS point of view The requirement is to assune that there
is only one valid KEK at a time. There was a discussi on about LKH trees which
resulted in an understanding that an LKH tree can be considered a single KEK
with the support keys attached to it. The second issue is fromthe group
menbers point of view The freshest KEK is the one nost recently known to
aprincipal. |I.e., the group nmenber just knows about the |ast key he got,

whi ch may not be the latest KEK if he missed a key update. You don't want a
group nenber replacing a KEK he has with an ol der KEK

Her next plans are several:
a. To go over requirements with the GOA designers for accuracy and
conpl eteness. This was done for earlier versions
b. Develop NPATRL into a logic that can provide a fornal justification for a
"m x/ mat ch" approach using ideas from |l ogic programing
c. Develop "user-friendly" presentation for NPATRL | anguage. She is
i nvestigating use of fault trees for this.

5. Large Group Miulticast - Hugh Harney, SPARTA

One thing we tal ked about a long tine ago was how to scope the probl ens of

mul ticast security to get specifications out in a reasonable tine. One thing

was to split the franework into 3 areas (policy, key nmnagenent, data transforns).
Another was to split between a centralized concept and distributed concept.

W pushed off the distributed concept until we fixed the easier centralized
probl em which we've now done for key managenent (GDA) and data

transfornms (MESP). GSAKMP however tries to solve the whol e puzzle. The

rest of this talk describes how GSAKMP sol ves the key nanagenent distribution
probl em

The goals for dealing with large groups are distributed processing,
di stri buted bandwi dth usage (for processing of keys), and having a dynamic
architecture for a group.

If you have the right atnmosphere to allow a group menber to dissenminate the
group key, go ahead. Allow the security infrastructure to group

Security discovery protocols are needed in order to discover the closest key
server since (like the anycast case) it might not be pre-configured.

There is be a "group owner" who owns the data. Soneone asked if a single
adm nistrative entity defines all the policy for a group? Is the policy
retained in that one entity forever, or does it extend? Hugh said that

he did not add polling group nenbers to find out the policy (e.g., use of
mechani snj .

There is a "group controller"” which is authorized by the group owner to
generate keys, do access control, etc. The authorization is kept in the
policy token. The policy token descri bes:
- access control (who's allowed in the group)
- authorization (who can give out the key, who can cause re-keys, etc.)
- mechani sms (entire security for the group -- data crypto policy,
crypto policy for messages to group controller, etc)

Thomas suggested that for sinplicity we say that the group owner is the



hi ghest entity on the authorization tree. Say there are two GCKSs. Either the
policy is given out to the first GCKS which says it's delegatable to the
second GCKS, or there are two policy tokens (one for each GCKS).

Sormreone asked if when you specify the mechani sms, do you al so specify how
to protect the data on the platforn? Hugh replied that you could put that in
the policy token if you wanted. That would have to come after we solve the
policy problemfor the group itself though. You could tie into secure CS
nmechani sm

Sormeone asked Hugh if he was assuning an out-of-band nechani smfor policy
transferal, and he agreed that "nagi ¢ happens"

A group owner can allow a group controller to share policy and key
distribution with a del egated controller. The delegate isn't a GCKS --

they won't be generating keys, but will be distributing and enforcing

access control

You can either have del egates pull the policy, or you have the group controller
push data. Either way, it's a mutually-suspicious exchange where they both
validate the role of the other.

Sorreone asked if a del egated controller can recursively del egate? Hugh said
that the policy token could certainly allowthat.

A "group nenber" doesn't know the group infrastructure. He's only allowed to
get the group keys.

GSAKMP needed a discovery protocol, and they use a concentric ring multicast
approach. Cathy asked if nore than 1 server can respond, and the answer was
yes.

The di scovery protocol works like this: A nenber sends a "request to join"
nessage. A delegated controller discovers it, and sets up a uni cast nmessage
with the sender, using IKE or SSL or whatever. (O nothing if the exchange
isn't sensitive. The keys will still be encrypted). The del egated controller
sends down keys, etc. and shuts the connection down. Now the nenber can
participate in the group

So if you have one main GCKS with del egated controllers, they essentially
have all categories of SAs (SAl/ SA2/ SA3) open with the GCKS.

There doesn't need to be one PKI. The policy token can have rules

based on nultiple sets for access control, etc. For exanple, anyone with an
Entrust certificate fromNortel night be allowed to get to a certain | P address
subnet, where anyone fromCisco with a Verisign certificate from Verisign m ght be
allowed to get to a different | P address subnet. But it's all declared in the

sane policy token.

Soneone asked if Hugh had i nplemented a policy |anguage for GSAKMP? The
answer was yes, see the source code.

Cathy asked if you can have nmore than one Goup controller. Hugh clarified that at any
one tine you may have only one. The group owner can wite a new token and/or revoke a
group controller, however.

Ran asked what the application was in mnd when devel opi ng GSAKMP. Hugh said
two things inpacted the work: 1) satellite systemwth highly interactive



groups between satellites and changing sets of group stations. 2) Sinulation
systens whi ch needed nulticast security. They wanted to configure 1000s of group
nmenbers in 5 mnutes, then go to another group

6. Concast - Ken Calvert, University of Kentucky

Ken said that while we has going to talk about Concast in particular, the
concepts here are not specific to Concast

The issue is users trusting the infrastructure. The farther out you go in the
network, the nore you trust the network. That's true for unicast and
mul ti cast forwarding, Nack suppression in routing protocols, etc.

Servi ces are becom ng nore sophisticated which makes for harder trust

consi derations. For exanple, nore routers can munge the packets.

The problemis that many multicast applications involve feedback, and the
feedback can be lost. A Mto-1 channel is needed

Concast solves this with scalability through abstraction. In Concast (like
anycast) a single identifier represents a group of senders. This trades
extra processing in routes for reduced bandwi dth requiremnents

Tassos asked how the routers decide to forward the nessage. Do they deci de,
then one does it which requires latency? Ken said no. Soneone asked how this
differs fromPGW Thomas observed that it's a merger of PGV and PGVS.

An exanpl e of Contast usage is the scenario where a nulticast sender needs

f eedback from group nenbers to adjust its transmission rate. Al senders reply
on a particul ar Contast address to the sender. Someone asked what happens if
sone responders do not respond? You then get a sanple out of the popul ation
whi ch doesn't have a value. Ken said that you can make it reliable by nmaking
sure you get an answer from everyone.

Sone final observations were that with Contast you get an "overlay" for free.
Al so authentication and authorization are handl ed separately.

7. Future Wrk Items - Thomas Hardjono, Norte

Di stributed Designs in SMuG Franmewor k

Solving the distributed problemis in the SMuG charter, and the MSEC peopl e
will be looking for solutions from SMUuG Ran mentioned that there are two

ki nds of distributed design: a) trust is centralized but there

are replicated controllers for scalability, and b) del egated

di stributed policy generation where there is no single point of failure (there
may not even be a central controlling entity).

Hugh noted that one node for GSAKMP is that we can nove the control around,
but there is only one at a time. The other way is nore |like a diques approach, where we
come up with a policy, etc. But the policy token could support both.

Lakshim nath asked if there is a single group owner in the 1-to-M case?

Thomas replied that there is one group owner and one group controller

Lakshi m nath pointed out that the group owner gets to del egate access contro

to others. Wth Mto-Myou have to tal k about the policy definition being distributed



Hugh said that at any one tine you need a single SA for the whole group. If
you have divergent policies, you need to bring themtogether and deci de what

is the *group* policy. Once you have it you can distribute it appropriately. It
doesn't have to come froma centralized server -- could be "group speak".

Pet e asked about the working on the Mto-Mnulticast case?
Thomas agreed that Mto-M nust be considered, but it still will be a ways off.

L3- Recei ver Access Control (i.e., |GW)

This is needed by multicast routing protocols

Brad said that a bunch of people think it's an inportant problem There are two
parts to the problem

1) If you have a host behind a non-broadcast domain, and it trusts its
upstreamrouter (e.g., in a DSL access network) you need a way to describe
mul ticast policy. How to define nulticast policy so an object describing
multicast (GRA stuff), 1-to-M Mto-M whatever.

2) Authentication to the 1st hop router.

Anycast Security
As described in Lakshimnath's presentation, this is needed by the IPv6
communi ty.

Mil ticast routing protocols security

PI M SM SSM control packet authentication is an issue.

The only draft he knows of is the ad-hoc one out of PIMw Il use | PSEC AH and
|l eave the rest to SMUG It needs key managenent for multicast routing.

Thomas worked on an ad-hoc draft for this.

RM protocol s security

NAK- based RM protocol s security is needed. Thonas did presentation at |ast
| ETF on this. The RMsecurity assumes we are going to solve some of these
probl ens. Oher RM protocols can be | ooked at too.

Q her topics

Ran suggested | ooking at the Xcast work. This was the small group nulticast
whi ch had a BOF 2 | ETFs ago. They didn't get a group, but are working
underground. Since this is research, it

m ght be worth |l ooking at even if they aren't accepted from|ETF. A general

di scussion followed after which it was noted that there wasn't any support for
their protocols because their design was flawed. The consensus was that this
probably shouldn't be a high priority.

Hugh suggested | ooking at security for overlay networks (e.g., CPN).

Brad suggested | ooki ng at APAX and BEEP. BEEP is peer-to-peer application
whi ch includes franing and other semantics for applications. The nessage
passing framework is APAX -- multiple APAX

networks of multiple BEEP channels which is kind of an overlay network.
He's | ooking at MAPEX (Ml ticast APEX).



Hugh mentioned that one interesting part is securing the overlay protocols
t hensel ves.

Thomas noted that for all of these projects we need people to drive them
or they won't happen.

8. Next Meeting - Thomas Hardjono, Nortel

We used to have neetings between | ETFs. The next neeting being in London,
maybe it would be better to neeting in the USA nainl and sonepl ace in between,

or instead of in London.

the London | ETF.

It was deci ded that

Hugh poi nted out that nmost of us have to go to MSEC
and will be in London anyway. W m ght not have travel
sonepl ace el se as wel |.

rather than hold the neeting on the Sunday previous to the
I ETF, that it would be better to hold it during the lunch break between | ETF

sessions for couple of days.

At t endees

Ran Canetti

Car st en Bor mann
Ari Singer

Paul Judge

Pet er Di nsnore
Yann Qui nanmano
Radha Poovendr an
Angel a Schuett
Hai xi ang He
Jean- M chel Conbes
Ken Cal vert

Davi d G aw ock
Hugh Har ney

Cat hy Meadows
Thomas Har dj ono
Tassos Nakassi s
Brian Weis
Lakshm nat h Donet i
Fred Kaudel

H t oshi Kaudel
Ross Fi nl ayson
Brad Cain

canetti @wat son.i bm com
cabo@zi.org

asi nger @tru. com

j udge@c. gat ech. com

pet er _di nsnore@ai . com
yann@ui nanano. com
radha@e. washi ngt on. edu
amschue@ycho. ncsc. m |

hai xi ang@r ot el net wor ks. com
j eanm chel . conbes@d. f rancet el ecom com
cal vert @et | ab. uky. edu

davi d. grawr ock@nt el . com
hh@parta. com

nmeadows@td. nrl. navy. m |

har dj ono@ort el net wor ks. com
anakassi s@i st . gov

bew@i sco. com

| dondet i @ort el net wor ks. com
fred. kaudel @I ukenet wor ks. com
asaeda@anat 0. i bm com
finlayson@ive.com

bcai n@er eva. com

budgets to travel
So given travel budgets, it will probably be held at



