SMuG. 0 8/ 28/ 98
Chi cago, IL (Co-located at | ETF 42)
"SMUG vO0 since not yet approved as research group
by | ESG but hopefully the next neeting will be vi1."

Chai rs:
Dan Har ki ns <dhar ki ns@i sco. conp
Ran Canetti <canetti @vatson.ibm conp

Attendees (no particul ar order):

Jam e Jason <jam e.jason@ntel.conp
Thomas Har dj ono <t har dj ono@aynet wor ks. conp
Brad Cain <bcai n@aynet wor ks. conp

Shl oo Ki p <ski pni s@dsi sreal . conp
Cathy Wttbrodt <cathy@orp. hone. net>
J.R Rao <jrrao@vatson.ibm conp

Pankay Rohat gi <rohatgi @vatson.ibm conm>
Rob Adans <adans@i sco. conp

Ross Finlayson <finlayson@ive. conp

Dah M ng Chiu <chi u@ast. sun. conp

Bri an Whetten <whetten@uli a. gcast.conp
Mar k Handl ey <nj h@ast.i si.edu>

Bob Qui nn <rcq@ pnul ticast. conp

Pau- Chen Cheng <pau@at son.i bm conp
Hugh Harney <hh@ol unbi a. sparta. com
Debanj an Saha <debanj an@vat son.i bm conme
Ran Aneth

Dan Harki ns noted that the proposed RG charter wAS sent out

to the SMUG mailing |ist.

- Dan read charter

- Summary: we will create a taxonomy of problens (applicaton
requi renents), and outline the solutions needed.

Question (Q: Wiy is this a closed neeting? Dan answered that
it's not really closed; we won't kick people out. It's just
that we wanted to avoid filling the roomwith those with
just a passing interest.

- sone discussion of whether or not to have it open and co-Il ocated
- Mark Handl ey suggested we have some connection with activities
of the reliable multicast (RM research group (RG of

the Internet Research Task Force (IRTF), since they are so closely
linked (and secure nulticast may need RM. General agreenent.

(Ed Note: see http://ww.east.isi.edu/ RMRG for nore information)

Ran Canetti: | would like the group to come up with a protocol to
sol ve sone subset of the problem

- Q creating a protocol should not be an absol ute goal, but may
be a by product
+ general agreenent



+ general agreenent that using/creating sonme solutions to reference
woul d be hel pful, if not necessary
+ Mark H said in RM RG we have decided on many and we are identifying
portions that can solve - we are creating a strawran
+ Dan: we will come up with a strawran for single center vs.
di stributed key center and send it off to IETF for a protoco
definition

- Mark H RMgroup is to define/understand the problem and then spawn
an | ETF work group (W3

- Ran: W will create a roadmap of conponents, APIs, architecture

- Q Is there a publication nechanismfor RM RG?

- Mark: Now RM just has everything on a website, but eventually we'l
do an RFC to describe the conclusions of the RG from which WG work
can be initiated

- Dan asked for volunteers to do a website, and perhaps takeover the
SMUG nailing list. No responses.

- mailing list menmbership is gated now (manually) by Dan. Ml to
mai | er @i sco.comwi th "subscribe snug <email address>" in the body.
Mail |ist address is snmug@xternal.cisco.com

Ran Canetti - A Taxonomy of Milticast Security |ssues
draft-canetti-secure-multicast-taxonony-00.txt

The goal is to define taxonomy to characterize the problens, and next
to make suggestions as to possible solutions

Mul ti cast group paraneters

- size

- menbershi p dynami cs (dyanm c or static)

- life-time

- nunber of senders (known identiies or not)
- volunme of traffic

<< none of above deal with security >>

Mul ti cast security requirenents
- Access contro
- Authentication

+ src (individual, group)

+ data
- Secrecy

+ long term (strong)

+ epheneral (short term (weak)
- Anonynity

+ from group nenbers

+ from outsiders
- Availability

Q There's al so receiver access control
Ran: we should NOT use data to do authentication
Two aspects (from senders vs. receivers point of view:
- who can nake sense of the data
- can clients authenticate sender



Q | would also add that just having a key should NOT be sufficient

Q There's two ways to do access contro

- One requires a change to nmulticast nmodel (e.g. | GW Authentication,

draft-ishi kawa-i gnp-auth-01.txt) We should state that we do not want
to change the nulticast nodel (should be in the charter). It should
not be done at the network layer. Should be independent of the
routing algorithm

- Dan to Bob (note taker): Did you get that? Bob: Yes.

Trust I|ssues
- trust in a single center- trust internediaries

Level s of trust:
- to relay keys
- to generate kys
- to correctly encrypt/authenticate
+ to decrypt/reincrypt using a different key

Qur main goal is to distribute trust.

Q | amnot sure | agree with that statenent

A: We are dealing with mininmzing risk, essentially. Could design
systemwith a single center that does all exchanges. Wrks as |ong
as systemis secure. Then you could decentralize that system and
create other versions.

Q As long as you don't want to make the statenent that by
distributing, security is stronger

A: No, we don't mean that. Just that we could use third parties
(e.g. Certificate Authorities).

Q this may not be a technical issue, but a business issue. On a
di stributed network, the transit networks don't want any liability
for content.

Q | would add mini mal exposure key (trusting people who have the
key is not strong enough).

Perf or mance Paraneters

- setup tine

- menber enroll ment/revocati on overhead (and rekeyi ng)
- time to authenticate + encrypt (sender)

- time to verify and decrypt (receoiver)

- conmuni cati on over head

| ength of keys

Q there's another issue of scalability in genera

Benchmar k Scenari o

- single senders with strong machi nes

- many recipients (100K - 1Mt) with weak nmachines
- dynam c, bursty nmenbership

- weak/ epheneral secrecy needed



- strong authenticity needed
- exanpl es

+ pay per Vview novies

+ net cast

+ stock quotes

At | P Milticast neeting/workshop in NYC a couple nonths ago (I SPs
in attendance) said this is the npost significant case fromtheir
per specti ve.

2nd Exanpl e
+ -nmedium smal |l groups (100s - 1K)
- many senders (unknon in advance)
- slowy changin menbership
- strong secrecy (sonetines)
- strong autheticity
+ may not need to know who is "tal king"
- exanpl es
+ ganes
vi deo conferences
| ectures, classes
town hall neetings
di stributed sinulations
Q | would possibly put the first three in the one-to-many category
Q The secrecy requirenents are very different for the two exanpl es.
Ran: There are many nore than two, really

+
+
+
+

Two al gorithm c probl ens
- individual (source) authentication
- menber enroll nent/revocation

Q W don't have a user identity, so we are doing host/interface
authentication, and in that case we have | PSec avail abl e.

Source Authentication
- Problem howto verify identify a sender? (shared key is not enough)

Possi bl e sol utions
- Signatures
+ expensive conputationally
could sign every nth packet
use stream signatures
use signatures with cheap verification
A different approach: MAC with nultiple shared keys (i.e. not
scal abl e)
+ nmore efficient for small/nmedium sized groups
+ secure only against |linmted-sized coalitions (a consipiracy of
users could forge keys ...though increasing the nunber of
menbers/ MACs can help to thwart this, it adds to overhead)
+ sender know all keyseach receiver has portion of key and
verifies/generates only sone of the MACs
+ You can avoid linear growh (scal able problens) by creating pools,
doi ng sonme conbinatiral work with keys

N ) N



Q We should not consider conputation overhead a ngajor chall enge
(since Moore's lawis still in effect, it is |less of an issue al
the tine)

Q W should segnent the probleminto two big ones:

- distribution of the group key (PIMand Sandra Moke (sp?))

- authentication

Menber shi p Del etion
- when nenber joins/leaves, key has to change
+ how do you distribute the updated key?
- Sol utions:
+ encrypt new key with old key -- > insecure (there's actually

a draft that says a | eave should give key back to sender and

erase their copy (yea, right, sure we'll do that!)
+ encrypt new key individyually for each nenber --> too nuch work
+ use many sub-dommi ns, each with its own key -> have to re-encrypt
each nessage
+ use tree schenme, saving on ecryptions (depth of tree rekeyed,
not numnber of receivers)

Menber del etion by Wellner (reference??), et al (RSA)

Suggest ed Design Principles

- meke security nodul e i ndependent o the routing noduel (done change

routi ng of data packets, and make it router protocol independent

- separate of app |ayer nodels (key ngmmt) from | P | ayer nodul es
(packet transport)

- use existing nmechani snms as nmuch as possible (I KE, AH, reliable
mul ti cast routing, etc).

Dan: these should probably be additions to our charter

Suggest ed Basi ¢ nodul es/architecture (30,000 foot view)
- Multicast center

+ menber ship ontrol

+ key nmgmt
- sender nodul e

+ key nmgmt

+ packet transformation -> at |IP |ayer
- Receiver nodul e

+ key nmgmt

+ packet transformation -> at |IP |ayer
--> nost of this happens at the application |ayer (except where noted)
-->this needs reliability

Q We don't want to limt ourselves to IP for network |layer. W
don't want to get too close to the network | ayer.

Q There are different donmains of this problemthat have different
requi renents

Q The nost significant policy issue is whether perfect forward
secrecy is a requirenent

Q I'mseeing a requirenment to be able to revoke a nenbership for



someone untrusted
Q The current pay per view security is not fine granularity -
rekeyed about once per day
Q There are also other special cases to consider (e.g. last ten
m nutes of a football gane)
Q W don't necessarily need reliability.

Debanj an Saha - Prototype Tool kit

Desi gni ng Prototype requirenents
- large groups
- extensible

Overall architecture shown (two tiered trust and data distrubution)
- Distributed controller & reflector with | ocal members

- Group owner

- No nechani sm for accounting and billing

Q Do you pay the group owner or local distribution?

A: Depends. Probably group owner.

Domai n Architecture

- data plane and control domain are conceptually separate
- control plane is the focus here

- can handl e either one-to-many or many-to-many

Control nessages - different aspects
- cleint initiated

+ registration, join group, |eave group
- conroller initiated

+ expel client

For perfect forward secrecy, you need to change keys when nenber
| eaves, but alternative is periodic key changes.

Control Messages
- uses RSA for authentication (using SSL)
- key updates are on reliable nulticast channels (using SRM

Showed nessage fl ows
- for group controller joins
- for cleint nmenber joins

Currently they have a version of Wellner schene (reference???),
and update keys periodically

- showed update session key format

- can support multiple auxiliary keys, if needed

Data Pl ane
- encryption/decrypt is transparent
- socket-like send/receive API
+ can be turned on/off sing a flag
+ facilitates partial encryption



Architecture block chart shown for sender and anot her for shown
for client.

Q Is there a way to verify that you have the updated key?
A: It is done periodically and there's a way to request an update

Pl anned denp at | ETF 42 (Ed Note: Was it here??) and RSA Conference
Applications
- Stock distribution
+ aut hentication
+ real-tine low data rate, reliable
- Audi o Vi deo
+ aut hentication
+ real-tinme, high data rate, unreliable

Thomas Hardjono - Multicast Security Framework
draft-ietf-ipsec-gknframework-00.txt

Moti vations and basic notions
- Asingle Internet wide Group Key Managenent (GKM) protocol is
difficult.
- Qur requirenents
+ scalabliltiy
+ routing independent
+ busi ness reuirenent
- Divide problemof nulticast security into regions

+ i ntRA region

+

i nt ER-regi on
there's a draft by Dave Thaler for routing interoperability

+

(Ed Note: see draft-thaler-nmulticast-interop-03.txt)
- Anal ogous to routing protocols
- Need a sinple framework & interoperability rules for nultiple
sol utions

Basi cs for framework

- multicast app type (many-2-many, one-2-nany)
- scalability considerations

- <mi ssed ot hers>

Key managenent pl ane
- single trunk region ( alogical unit: an AS)
- One or nore |leaf "regions"
- boundary demarcated by key manager (KM entities
- trunk region - no nenber hosts (only KMentities)
- Leaf Regions
+ menber hosts defined to exist in |eaf regions
+ associated with (at |east) one KM
Q Wiy can't a receiver also distribute keys? Wy nust the KM not
be a nenmber host?
A: They can, this is a logical description



Key Managenment Plane illustration shown

- three clouds: leafs on each end of a trunk cloud
- KM bet ween cl ouds

- other KMs *inside* trunk key

- KT's in leafs

Interpretation of Regions
- Key Mgmt zones
+ to create secure channels for delivery of group keys
- Key Application zones
+ each region has different keys
+ region applies key tp payl oad
Q key application zones may be necessaty for political reasons
bet ween i nternational boundaries
- Conbi nation Key Mgmt and Application Zones

Advant ages of framework
- Pronotes scalability
+ leaf region added as required
- Reduces conplexity
+ 2 levels
+ single purpose Internet solution becomes unnecessary
- I ndependent trunk regi on key nmgmt protocols
+ longer lifetime of trunk key
+ ease of grafting new (or resurrected) leafs
+ i ndependent re-key periods (app dependentO

Brian Whetten - Existing RM Applicatons

Application taxonomny
- Unreliable vs reliable
- Real-tine vs non-real time

Even things previously unreliable, we are seeing a need for
reliability to provide QS

Key driving forces are | SPs and contet providers
- pay per use

- val ue added services

- one-to-nmany is the key app

- user tracking and billability

App Types

- low bandwi dth real -tinme data (stock)
- 256Kb nultinedia

- File transfer

Access control is the Big Thing.
G obal cast uses a suite of RM protocols:

- RMTP-11
- PGV



- GSRM (hasn't sold a single copy yet)
- RWP

Typi cal Depl oynent Scenari os

- Uses a "Repeater” ( a local distribution point)

- Can have different protocols in diferent "repeater regions”

(so it's like a caching nechanisn

- They do integration between the proxies (at the upper |evels)
so you can have a | ocal proxy for whatever application you are

doing (and that way the | ower |ayer can be whatever ...but nesses
up the per-user authentication and billing)

- The goal is for ISPs to be distribution points, but they don't
want any security liability ...which presents a problem for

this architecture

We believe the 1st solution is the sinplest: one key per group
- we do it at either IP or app |ayer

Q VWhich is better?

A: Seens that data at |IP |ayer and key nmgmmt at App | ayer

If you have reliable nulticast you can do rekeyi ng easier
- nost apps use access control initially, then a static key

Mul ti cast group ingress and different one (or unicast) egress
- makes probl em nore conpl ex

Bri an wel cones any input to security issues
- to protect against Denial of Service (DoS) attacks, specifically

Shlomo Kip: | have a list of security issues and scenari os,
and would be willing to wite them up.

Dan Harkins - Milticast Key Mgmt Protocol (MKMP)

- draft available (presented at |PSec neeting) by Dan Harkins,
Ci sco and Naganand Doraswany, Bay Networks
(Ed Note: | was unable to |ocate the draft)

- There's a copyright notice attached
MKMP f eat ures
- scal abl e

+ key distribution del egated

+ acess control enforced

+ key distribution authrnicated

+ key dsiribution provides "live-ness"

Announcenent of group done in SAP/ SDP

- key owner sends announcenents with list of (Photuris-Ilike) cookies

- Routers (network entities) are distributing keys



- nmessage sent with Router Alert (RA), see RFC 2113
+ RA capable routers will pay attention and parse packet
Q Using router alert is one inplenentation
Q You should take out RA and just have router join group address
- Only routers already in distribution tree become GKDs
- CKDs nust prevent thensel ves rom being pruned

At first, nmenbers get key from sender, but then as nulticast
(router) tree is forned, nmenbers get key fromlocal distribution
points. Basically a flood and prune nmechanism Those that are
aut hori zed

Q Using TTL is bad for scoping

Dah M ng Chiu, Sun
Fl exi bl e Reliable Miulticast Service

Java Reliable Milticast Service

- TRAM - Tree-based Reli Able Milticast transport (Ed. Note:
See London RM neeting presentation
http://ww. east.isi.edu/ RMRG | ondon/ kadansky. ps. gz)

- Includes API

- Does nulticast address allocation (MALLOC)

- Security

- Channel (security and other ngnmt)

Security Requirenents

- Sonme apps don't need security

- Data confidentiality

- Sender authentication, data integrity and reliability

- One-tinme key distribution before session

- Re-keying (periodically, or upon nenbership changes) for |ong-
lived sessions

Framework illustration shown with sender and recei ver authentication

- Senders and Receivers, with Channel Manager (policy config &
online registration)

Second Framework illustration shows data-signing separate from
encryption

Chal | enges

- Efficient key distribution (or agreenent)

- Col lusi on resistance

- Managenent of a large group - registration, access control
initial key distribution

Send conments, additions, corrections, questions regarding these
notes to Bob Quinn <rcq@ prul ticast. conp



