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ABSTRACT

Ensuring secure access control to multicast delivery trees is a challenging issue that is
still largely open. Moreover, the impact of host mobility on the access control to the
delivery tree has not been investigated. In this article we address the receiver and
sender access control problems to the delivery tree and extend the interest to the
mobile IP environment by taking into account its particular issues and requirements.
To achieve this, we review the existing approaches by classifying them into three
classes: digital signature-based solutions, shared secret-based solutions, and hybrid
solutions. We also investigate their efficiency and limitations with respect to the
specified requirements both in stationary and mobile cases. Our study shows that four
main problems arise among the existing approaches. First, few approaches addressed
the sender access control problem. Second, both the digital signature- based solutions
and hybrid solutions are vulnerable to DoS attacks. Third, the existing solutions do
not provide an efficient user exclusion mechanism. Fourth, the defined access control
mechanisms result in a number of problems in mobile IP environments.

ith the increasing number of multicast applica-

tions such as multimedia conferences, video

games, and military communications, and the
evolving need for multicasting, the Internet community is fac-
ing new problems that are slowing down the deployment of IP
Multicast. The lack of the appropriate security solution is one
of the main factors preventing a broader deployment of multi-
cast technology over the Internet.

Securing IP Multicast has not been addressed while the IP
multicast model was being specified. The underlying goal of
the Internet Engineering Task Force (IETF) was to provide
an open IP Multicast model. This model provides public mul-
ticast addresses while keeping the receivers anonymous for
their sources as well as the multicast routers. In fact, the sub-
net multicast router does not maintain host’s identity after
processing its membership request and does not transmit such
an identity upstream in the delivery tree. Furthermore, any
host can request traffic from or send traffic to any multicast
group. Such options simplify the management of multicast
groups and enable IP multicast scaling to large groups. How-
ever, this is achieved at the expense of introducing an impor-
tant security hole in the multicast infrastructure. This security
hole is due to the lack of receiver and sender access control
mechanisms to the delivery tree. This is one of the main con-

cerns of network corporations and network service operators
for which the interest in multicasting is increasing, but the
lack of efficient control of multicast traffic transmission
to/from their own networks is discouraging their interest [1].
The receiver and sender access control problems have been
addressed as part of the multicast security problem [2]. In
fact, two main security schemes are emerging: end-to-end data
security and multicast infrastructure security. The end-to-end
data security scheme ensures the protection of the multicast
traffic content, i.e., data confidentiality, source authentication,
and data integrity. The multicast infrastructure security scheme
encloses the sender and receiver access control to the delivery
tree. Concretely, the multicast infrastructure security service
protects the multicast distribution tree. This consists in pre-
venting malicious hosts from impersonating multicast routers,
joining illegitimately particular multicast groups, or sending
bogus traffic to multicast groups (i.e., extra traffic and Denial
of Service (DoS) attacks!). Those three problems affect both
parts of the multicast infrastructure, namely the core and the

1 DoS attacks consist in sending bogus traffic against networks to generate
traffic overheads, and toward network devices (e.g., a router) to overflow
their memory and overload their CPU by processing many useless packets.
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edge [3] (Fig. 1). The core is com-
posed of multicast routers and mul-
ticast routing protocols that are
used to build and maintain the
delivery tree. The edge includes the
edge multicast routers, hosts, and
Group Membership Management
protocols. These protocols operate
between hosts and edge multicast
routers to maintain the group mem-
bership information.

Attacking the core consists in
altering the construction of the
delivery tree by impersonating mul-
ticast routers using fake multicast
routing control messages. To over-
come this problem, it is enough to
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multicast routing protocols. The
methods used to secure multicast
routing protocols are specific to
each of those protocols, such as for
PIM-SM [4] and CBT [5]. Actually, securing exclusively multi-
cast routing protocols ensures an efficient protection neither
for multicast infrastructure nor for the core itself. Indeed,
malicious hosts can still illegitimately join groups via fake
membership control messages (Report messages), or send
bogus multicast traffic, and hence generate DoS attacks
against the multicast infrastructure. Although these problems
affect the core, they originate from the edge of the multicast
infrastructure. In brief, an important security hole exists in the
multicast infrastructure even though the multicast routing pro-
tocols are secure. Therefore, it is highly relevant to secure pri-
marily the edge of the multicast infrastructure [3]. This is
achieved by providing receiver and sender access control at
the edge level of the multicast infrastructure, and hence at the
edge of the distribution tree.

Several solutions addressed the access control problem to
the delivery tree. We will review and classify them while tak-
ing into account the mobility of users. In fact, as mobility is
becoming a primary need for most Internet users, providing
access control for senders and receivers must be coupled with
the basic requirements and considerations of mobile users and
their devices, in particular: fast access control to reduce the
join latency, and limited resource capacities (computations
and memory storage). The remainder of this article is orga-
nized as follows. We define the basic concepts of this survey,
in particular: IP multicast, mobile IP, and access control. We
highlight the receiver and sender access control problems and
draw attention to the impact of user mobility. We give an
overview of the requirements that need to be satisfied to
ensure an efficient receiver and sender access control both in
stationary and mobile IP environments. We review the exist-
ing solutions that we classify into three types: digital signature-
based solutions, shared secret-based solutions, and hybrid
solutions. We end this section by providing a comparative
study of the approaches and showing their limitations. Finally,
we conclude our study.

BACKGROUND

IP MULTICAST MODEL

The Internet multicast technology (IP Multicast) [6] has been
defined to handle new types of applications based on one-to-
many or many-to-many communications. The IP multicast
model provides new techniques that overcome the limitations

B Figure 1. The IP multicast security infrastructure problem.

of both broadcast and unicast communications. In fact, such a
model allows for an optimal use of network bandwidth and
avoids source processing overheads since it is based on send-
ing a single packet to a group of hosts, identified by a multi-
cast address, without unnecessary duplications. To achieve this
goal, the multicast model defines two types of protocols: Mul-
ticast Routing Protocols (such as MOSPF [7], CBT [5], PIM
[4]) and Group Membership Protocols (IGMP [8, 9] and
MLD [10, 11]). The first type is used to build and maintain a
multicast tree composed of multicast routers that replicate
optimally and forward the data packet copies toward the
intended receivers. The second concept focuses on managing
the group membership information. In the following subsec-
tion we will briefly review the group membership protocols,
since they are concerned with the receiver access control
problem.

Group Membership Protocols — The group membership
protocols have been defined in order to manage the group
membership information of receivers (join and leave opera-
tions at the edge) for particular multicast groups.

There are two types of group membership protocols: Inter-
net Group Management Protocol (IGMP), defined for the
IPv4 protocol, and Multicast Listener Discovery (MLD),
defined for the IPv6 protocol.

The last versions of IGMP and MLD (IGMPv3 and
MLDvV2, respectively) are defined based on their correspond-
ing previous versions. However, IGMPv3 [9] and MLDv2 [11]
extend their respective former versions to enable receivers to
select the sources of their multicast groups. IGMPv3 and
MLDv2 define similar functionalities that are based on two
message types: query and report. Query messages are sent by
the querier (elected edge multicast router) to all the local net-
work hosts to learn whether there are any hosts (listeners)
wishing to join particular multicast groups (specific queries), or
any multicast group (general query).

On the other hand, the listeners (the interested hosts) are
expected to reply to the queries by reporting the list of multi-
cast groups they wish to listen to, to continue listening to, or
to cease to listen to.

When a host wishes to join a given multicast address (and
source(s), if any), it sends an MLD/IGMP Report message to
all MLDv?2 (respectively: IGMPv3) routers’ multicast addresses.
This message informs the neighboring routers about the mul-
ticast addresses that the new host (the listener) is interested
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in. In addition, when a host wishes to update (include/exclude)
the list of multicast groups that the host is listening to, it
sends a Report message to join (include) or leave (exclude)
particular multicast groups.

The received Report messages are used by the edge multi-
cast router to maintain the membership information about
local hosts. Based on this membership information, the multi-
cast routers trigger the multicast routing procedure to attach
to or leave the multicast delivery tree.

MoBILE IP PROTOCOL

Moving from an attached network to another while working
and continuing communications is becoming a primary need
for Internet users. In order to ensure both transparency and
management of user mobility in the Internet, the Internet
Engineering Task Force (IETF) has defined the Mobile IP
protocol. There are two Mobile IP versions: Mobile IPv4 [12]
and Mobile IPv6 [13]. The Mobile IP protocol allows a mobile
node (MN) to continue communicating with its correspondent
node (CN) while changing network location (handover). The
MN is identified at its home network by an IP address called
the home address (HoA). When the MN moves from its home
network to another network (foreign network), it obtains a
new IP address, called the care-of-address (CoA), which iden-
tifies its new location. This MN uses the CoA to ensure com-
munication reachability to its current location. However, the
MN continues using its HoA in order to ensure the trans-
parency of IP address change (due to mobility) for transport
and higher-level protocols. A home agent (HA) in the home
network of MN is responsible for keeping track of mobile
nodes that moved out of the home network to another net-
work in order to tunnel the traffic to or from those mobile
nodes. To achieve this goal, each time the MN moves to a
new network it registers its (new) CoA address with its HA,
which then caches the MN’s (new) CoA.

In Mobile IPv4 the CoA registration procedure may be
performed directly between MN and HA or via a mobility
agent within the foreign network, called the foreign agent
(FA). This agent is responsible for intercepting packets origi-
nating from the MN’s HA in order to deliver them to the MN
and vice versa.

In Mobile IPv6 the CoA registration procedure is quite dif-
ferent from Mobile IPv4 since the FA does not exist in Mobile

IPv6. With Mobile IPv6, when the MN moves to a new net-
work, it sends a Binding Update message to the HA. This mes-
sage binds the MN’s HoA to its new location (CoA).

MOBILE IP AND MULTICAST

Mobile IP is intended to support multicasting since IP Mobile
Multicast communications is becoming an attractive perspec-
tive. As a result, Internet users will be able to keep their sub-
scriptions to multicast sessions while moving between IP
networks.

With mobile IP, when a mobile host wishes to receive mul-
ticast traffic, it joins the multicast tree via either its (current)
foreign network or its home network. These two approaches
are called, respectively, remote subscription and home subscrip-
tion (Fig. 2). In the remote subscription approach, the mobile
receiver sends to the local multicast router its membership
report message using its CoA address as a source address of
the message. This router then triggers the establishment of
the tree branch for the requested multicast group. Hence,
each time the mobile receiver moves to a new network, it
sends a membership report message to the local multicast
router of that network.

With the home subscription or the bi-directional tunneling
approach the HA is assumed to be a multicast-capable entity
and is responsible for periodically forwarding multicast group
membership control messages to its mobile receivers that are
out of their home network. As Fig. 2 shows, when a receiver
wishes to join a multicast group using the home subscription
approach, it establishes a bi-directional tunnel with its HA in
order to tunnel its membership report message to the HA.
When the HA receives this tunneled message, it decapsulates
it and forwards the receiver’s membership report message to
the local multicast router of the home network. Then, when
the HA receives multicast traffic, it forwards the traffic using
the tunnel to the intended receivers.?

Similarly to a mobile receiver, a mobile sender can send
multicast traffic either on the visited network or via a tunnel
to its HA. In the first case, the mobile sender uses its CoA as
the IP source address. In case the mobile sender prefers tun-

2 Note that in Mobile IPv4 it is possible that the tunnel ends at the FA
instead of the MN in case the MN uses an FA CoA [12].

48

IEEE Communications Surveys & Tutorials ¢ Second Quarter 2005



Group manager

aims rather at correctly establish-

User

Authorization information

User request
(authorization information)

Perform access control
based on user’s

authorization information DiEgae

router

(*): Optional (solution-dependent) messages
(**): Messages sent either before or after distribution
of authorization information to authorized users

ing the identity of users. The access
control assumes that the authenti-
cation succeeds before the enforce-
ment of the access control.3 Note
that it is possible that the authenti-
cation information used to authen-
ticate the user represents as well
its credentials for the authorization
procedure. For example, a user
may use a password for both
authentication and authorization
purposes. The authentication may
be performed either by the access
control entity (a peer-to-peer

- List of user IDs (e.g.
certificates)

- Per-user authorization
information

- Per-user access rights

(multicast addresses)

M Figure 3. Access control to the multicast delivery tree (involved entities).

neling its traffic to its home agent, it uses its home address as
the IP source address of the inner multicast packet. This
assumes that the home agent is a multicast router.

These are the basic proposed approaches to support
Mobile IP with multicasting. Extensions of these approaches
have been proposed through multiples studies, and are sum-
marized in [14].

THE AcCESS CONTROL SERVICE

The Access Control service is a required and relevant security
element for any system and application. Ravi et al. [15] stated
that “the Access Control seeks to prevent activity that could
lead to a breach of security.” More specifically, the access
control operates according to a security policy in order to pro-
tect system resources against two risks. The first risk is an
unauthorized access to system resources such as viewing, mod-
ification, or copying of file information on a computer. The
second risk consists in improperly using system resources (e.g.,
network resources) by both authorized and unauthorized enti-
ties [16]. Entities requesting access to particular resources
should have the appropriate access rights defined by a security
policy. The meaning of access right depends on the object
being accessed, such as “read/write” for files.

Two entities are directly involved in the access control: the
user who claims that it is normally authorized to use the sys-
tem (e.g., computer, network resources, etc.), and the access
control system, which performs user authorization after the
user has been successfully authenticated.

Authorization: Note that the term “authorization” is natu-
rally used to describe the access control. In fact, authorization
and access control terms are usually unintentionally inter-
changed. The authorization represents rather the right (or a
permission) that is granted to a system entity to access a sys-
tem resource [16]. An “authorization process” is a procedure
for granting such rights. The authorization procedure is based
on authorization information — referred to as credentials —
presented by the user to the authorization entity. The creden-
tials represents the secure proof that the user has the required
information (e.g., password) to be authorized by the autho-
rization entity. Through our study of the access control and
authorization concepts we concluded that there is a subtle dif-
ference between them. In brief, the access control is the goal
and the authorization is the procedural means to achieve this
goal. Hence, in this survey we will often use the term “autho-
rization procedure” in the description of the existing access
control solutions.

Authentication: Note that the access control concept is dif-
ferent from authentication [15]. Indeed, the authentication

authentication) or by a trusted
third party (TTP), which is known
and trusted by both the user and
the access control entity. A typical example of trusted third
party-based access control is shown in Kerberos [18], and
more specifically in the access control to the delivery tree in
IP multicast.

Access control to the multicast tree: The access control to
the multicast tree typically involves three entities: group man-
ager, host, and router (Fig. 3). The group manager is a securi-
ty entity that is responsible for managing multicast groups. In
a general scenario of an access control to the delivery tree,
the group manager performs user authentication and autho-
rization to subscribe to particular multicast groups. A success-
ful authorization process ends by providing the user with
access rights and the corresponding credentials. The group
manager may attribute the access rights to users based on a
security policy [19]. An example of access rights may be the
list of multicast groups the user wishes to subscribe to. The
credentials may be, for example, a host certificate signed by the
group manager.

Once the user (sender or receiver) receives the required
access rights and credentials, it can present them to the multi-
cast router of its network (Fig. 3). The multicast router then
performs a user authorization procedure based on the received
access rights and credentials. In this situation, the user
authentication procedure at the multicast router side may be
optional in case such a procedure has already been performed
by the group manager. A necessary condition that makes such
a scenario possible is that both the multicast router and the
user know the group manager (e.g., the group manager’s cer-
tificate is trusted by both the user and the multicast router).

As we can see, the access control to the delivery tree is
almost distributed between the group manager and the multi-
cast router. Figure 3 reflects the basic picture where the dif-
ferences between the existing approaches appear, specifically,
what kind of credentials are sent to the user, how they are
securely sent to the multicast router, and how efficient they
are to ensure receiver and sender access control to the deliv-
ery tree in both stationary and mobile IP environments.

PROBLEM STATEMENT

We now provide an overview of the access control problem to
the multicast delivery tree in the case of receivers and senders.

3 Note that in this case a mutual authentication may be required (two-
way authentication) [17].
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RECEIVER ACCESS CONTROL

Joining a particular multicast group as a receiver (from the

viewpoint of attachment to a given multicast tree) is based on

group membership message exchanges (Query/Report) between

the receiver and the edge multicast router. Hence, ensuring a

receiver access control service in the edge multicast router

requires securing the control messages originating from the
receiver, that is, MLD/IGMP Report messages [9, 11]. As
described earlier, using Report messages the receiver reports
its interest in receiving multicast traffic destined to a particu-
lar multicast address, and optionally originating from particu-
lar sources. The receiver sends Report messages to All MLDv2

(respectively: IGMPv3) Routers’ multicast addresses of its sub-

net (or to the multicast group address in the former versions

of MLD and IGMP). Basically, the IGMP/MLD router main-
tains group membership information according to the received

Report messages without performing user authorization.

As a result, using unsecured Report messages, an illegal
host can send bogus subscriptions that generate the following:
* Wastage in resources (processing and memory) within the

affected routers (i.e., risk of DoS attacks) as well as

unnecessary extensions of the distribution tree toward
networks where there are no legitimate hosts.

* Excessive bandwidth consumption in the subnet of the
attacker, as fake Report messages open vulnerabilities to
multicast traffic overload and potential risk for DoS
attacks in the attacker’s subnet.

Unfortunately, traffic encryption does not solve the prob-
lem# since a malicious host can still generate DoS attacks
even if it cannot decrypt the multicast traffic. To face such
attacks, the receiver needs rather to prove its membership
right to a multicast router (e.g., an MLD/IGMP router). Cur-
rently, many efforts are being made to define the appropriate
solution with respect to such an issue.

SENDER ACCESS CONTROL

The sender access control (Fig. 4) aims at preventing unau-
thorized hosts from sending bogus multicast traffic. This prob-
lem is particularly challenging because the multicast model [6]
allows any user to send its multicast traffic without prior
request to the multicast router. Therefore, an attacker may
send bogus multicast traffic for both non-existing and existing
multicast groups, and hence create DoS attacks at a large
scale of the Internet.

The impact of bogus multicast traffic toward existing multi-
cast groups increases with the scope of the targeted multicast

4 Traffic encryption provides access control to the mulficast data content.
Such an access control service, however, is different from the service used
to provide authorized access to the delivery tree.

example, by exploiting the MSDP infrastructure?
[21], an attacker may send bogus multicast traffic
that generates extensive exchanges of source active
messages (SA) between multicast routers, which
may then suffer from memory and processing overheads.
Methods that face such problems by predicting normal traffic
patterns to deflect abnormal SA rates may reduce the risks
[22]. However, those methods remain inefficient in cases
where the bogus traffic is combined with spoofing attacks or
this traffic is sent to existing multicast groups.

On the other hand, although the Ingress Filtering mecha-
nism eliminates the risk for remote attacks, an attacker local-
ized within the same link as a legitimate sender can
impersonate it (spoofing) and send bogus multicast traffic.
Furthermore, the problem is particularly complicated in the
Any Source Model (ASM) [6] as the designated routers do
not maintain state information about the senders. In addition,
Source Filtering mechanisms provided by the Source-Specific
Model (SSM) [23], the RPF check® [24], and other source-fil-
tering approaches [1, 26, 27] do not efficiently resolve the
problem because they use the sender’s IP address-based filter-
ing, which cannot prevent spoofing attacks originating from
the network of a legitimate source.

MOBILITY-RELATED ISSUES

The question of mobility implications will be addressed in this
article from the viewpoint of multicast access control. Specifi-
cally, we will deal with the security considerations regarding
the support of multicast traffic transmission/reception in
Mobile IP [12, 13]. Other Mobile IP-specific security consider-
ations (e.g., [27, 28]) are out of the scope of this article as
they are independent of the IP Multicast model.

Besides, any initial procedure for network access [29] will
not be addressed in this study since that aspect is application-
independent. From these considerations, we now focus on and
summarize the problems of coupling the receiver and sender
access control issues with the Mobile IP environment.

*In the mobile environment, the communicating entities
(e.g., mobile host-multicast router) may belong to different
organizations, which are autonomously governed. This implies
that the authorization entities (e.g., multicast router) may not
be able to perform user authorization because they do not
have the required information (e.g., keying material).

3 MSDP (Multicast Source Discovery Protocol) describes a mechanism
that connects multiple PIM Sparse-Mode (PIM-SM) domains together.

6 Reverse Path Forwarding check (RPF) is a technique whereby the router
checks its routing table, on the reception of a packet, to determine whether
the interface that received the packet normally leads to the source of that
packet. If the check succeeds, the router accepts the packet. Elsewhere, the
packet is dropped. This reduces the risk of spoofing attacks and prevents
looping of packets in the network. RPF is used by most multicast routing
protocols such as PIM-SM [3] in order to forward multicast packets.

50

IEEE Communications Surveys & Tutorials ¢ Second Quarter 2005



Inter-Domain Interaction Issues: With mobile users, inter-
domain interaction becomes more probable. That is, users are
much more likely to want access to services and resources of a
foreign network. In the case of multicasting, when a mobile
host (sender or receiver) moves into a new administrative
domain, it must be authorized by a local entity (e.g., an autho-
rization server, a multicast router, etc) to continue sending or
receiving multicast traffic for or from particular multicast
groups. Such an authorization may require interaction
between the local authorization entity and one of member’s
home domain. However, this interaction may not be possible
because of interoperability issues or because of the scope of
the access control service. Furthermore, in case an inter-
domain interaction is possible, it may increase the rejoin
latency for mobile members.

Time Information: Access control solutions based on time
information may face problems in mobile environments, for
example, in the case where a host uses timestamps or short-
lived credentials. Indeed, that information may appear to be
up-to-date in the current location of the host, but may be
obsolete when the member moves to a new network. This par-
ticularly occurs when the member moves just before the expi-
ration of its credentials or when the handoff latency is high.

Local Edge Multicast Router vs. Home Agent: The prob-
lem of multicast access control in the Mobile IP environment
depends in particular on the way the user wishes to subscribe
to the multicast group. In the case of receivers, a mobile
receiver can send its membership report either to the multi-
cast router of the current network (remote subscription) or
via its HA (home subscription). In case the receiver uses its
home subscription, it will avoid the problems encountered in
the remote subscription. However, delegation mechanisms are
required in order to enable the HA to be involved in the
access control on behalf of receivers. Similarly, in the case of
senders, the user may send its multicast traffic via either the
local edge multicast router or its HA. Therefore, the sender
will face the same constraints as those faced by receivers.

Hardware Characteristics: Mobile devices are usually very
constrained in their resources (e.g., battery power, memory
storage, processing power, etc). Hence, a heavy access control
mechanism (e.g., based on digital signature) will severely
impact mobile devices [30].

For the mobility scenario in this study, we will focus on the
case where a user (sender or receiver) moving into a new net-
work chooses to rejoin the delivery tree via the multicast
router of that network, since the mobility-related issues are
almost tied to this scenario exclusively.

GOALS AND REQUIREMENTS

We now list the common requirements of receiver and sender
access control solutions for IP Multicast with specific consid-
erations to the Mobile IP environment.

*Performing receiver and sender access control typically
requires three entities, namely: the host (sender or receiver),
the group manager, and the edge multicast router (or an
agent co-located with the router to perform particular tasks).
The group manager is responsible for performing user authen-
tication and authorization to enable the user to participate in
particular multicast groups. The edge multicast router is typi-
cally a subnet multicast router such as a designated router
(DR). This router performs user authorization (e.g., upon the
reception of credentials from the user) to enable this user to
send traffic to or receive traffic from particular multicast
groups via the multicast distribution tree. Hence, the autho-
rization procedure of hosts (senders and receivers) in the

edge multicast router plays a key role in the access control of
these hosts to the multicast distribution.

* A specific authorization infrastructure is required to pro-
vide receiver and sender access control, because of the follow-
ing:

§The authorization procedure of the authorization
authority must be performed in an effective fashion. In
other words, such an authority needs to support group
manager functionalities or interact with the group man-
ager. This provides the authority with the knowledge of
who participates and in which multicast group(s).

§Given the large range of multicast addresses (in both
IPv4 and IPv6), the number and addresses of multicast
groups that different users may subscribe to within a
domain of a given authorization authority are unpre-
dictable. Hence, dynamic authorization mechanisms are
required to add/remove authorized multicast addresses.

* A user (sender or receiver) must provide the multicast
router with authorization information (credentials) that
proves that it is allowed (e.g., by the group manager) to sub-
scribe to particular multicast groups. Besides, the router must
be able to process the authorization information of the user.

e User exclusion: In order to avoid unnecessary bandwidth
consumption and save network resources, a user exclusion
mechanism is required (e.g., by setting a validity period for
the authorization information (credentials)).

* Reduced risk of Denial-of-Service (DoS) attacks: As the
main purpose behind the receiver and sender access control
services is to prevent unauthorized access and improper use of
the multicast delivery tree, which may lead to DoS attacks
against multicast groups, and the distribution tree in particu-
lar, it is important that the solution does not open vulnerabili-
ties to DoS attacks.

* Anti-replay protection: The access control mechanism
should itself be immune from replay attacks.” This condition
is required for both stationary and mobile environments.
Indeed, in a stationary environment the protection consists in
preventing replays against the same entity of a given network.
In the mobile environment the protection consists in prevent-
ing replays against entities in different networks the attacker
can visit.

*In mobile environments, the identity of senders and
receivers (both local and visiting hosts) in a domain governed
by a given authorization authority needs to be known by this
authority, and the authorized access of senders and receivers
needs to be performed in an effective fashion. As a part of
this requirement, the mobile host may need to inform the
group manager about its mobility (location change). This
enables the group manager, for example, to update local
information about registered hosts.

* A low-cost and fast access control solution is required in
order to minimize delays in mobile environments (re-join
delay).

* Domain-independent access control: The solution should
not be restricted to an administrative domain since the multi-
cast group may cover multiple domains governed by different
authorization authorities, and the senders and receivers may
move across different domains as well.

RECEIVER AND SENDER ACCESS CONTROL SOLUTIONS

Through our study of the existing approaches we noticed that

7 Replay attacks: an attacker can obtain a copy of a valid message (e.g.,
credential), store it and then re-send (replay) it at a later time in order to
gain unauthorized access to particular resources.
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In the solutions that we will review in the fol-

Digital signature-based Shared secret- - . lowing Subs.ec.tion, Fhe edge mult.ic.ast router per-
ST e seluitene Hybrid solutions forms a Digital Signature verification of the
| | messages originating from the host.

* Basic RAC * IGMP msg. auth. * IGMP key Basic Receiver Access Control — To ensure
: g'\c;lt&cc : R}I'I\_AlsiM'RAC < KHIP receiver access control, the security considera-
o SMKD tions section of IGMPv3 [9] suggests a method
*» G-CBA * HASM that we will refer to as Basic Receiver Access
[ ————— Control (Basic RAC). With this solution, when a
host wishes to join a multicast group, it sends a

digitally signed Report message to all-IGMPv3

routers’ multicast addresses, as stated earlier.

B Figure 5. Receiver and sender access control solutions. The solutions in the

dark shaded background support both receiver and sender access control. The

other solutions address only the receiver access control problem.

the receiver access control problem has been more investigat-
ed than the sender access control. This latter might not be
widely addressed, particularly because of the lack of protocols
that provide message exchanges between the source and the
edge multicast router. The only protocol that provides such a
possible exchange is the Multicast Source Notification of
Interest Protocol (MSNIP) [26]. This protocol enables the
edge multicast router to inform the source whether there are
receivers interested in its traffic. However, this protocol does
not address the sender access control problem. The solutions
mentioned in Fig. 5 address either the receiver access control
problem or both the receiver and sender access control prob-
lems. Those solutions may be classified into three categories:
Digital Signature-based solutions, Shared Secret-based solutions,
and hybrid solutions. We now review the solutions of each cat-

egory.
DIGITAL SIGNATURE-BASED SOLUTIONS

The solutions we will review in this subsection use Digital Sig-
nature authentication methods to perform access control for
hosts. The digital signature war-

Receiver Access Control Description — Basic
RAC assumes that, within a subnet, all hosts
need to know the public key of all routers, and
all routers need to know the public key of all
hosts. Knowing the public key of hosts assumes
that these keys could be enclosed in certificates8 that are dis-
tributed to multicast routers by a trusted entity (e.g., a group
manager) during group setup. Otherwise, the host needs to
transmit its certificate within its membership request message.
In both cases, a certificate infrastructure is required to bind the
public key with the corresponding host. Basic RAC, however,
requires a large amount of keys and introduces a processing
overhead and DoS attacks for the multicast router, due partic-
ularly to the high cost of Digital Signature processing of mem-
bership reports. Moreover, the proposed scheme does not
prevent legitimate hosts from sending bogus subscriptions for
non-existing multicast groups. Indeed, this solution does not
specify any authorization procedure for authenticated hosts.
In addition, the solution does not address the sender access
control problem. Besides, it lacks specific considerations with
regard to anti-replay protection as well as user exclusion.

8 The certificate is a data structure that binds a public key to an entity in an
authentic way [33]. The certificates are validated, digitally signed, and
issued to users by a trusted entity referred to as a certificate authority (CA).

rants the authenticity and integrity
of messages as well as the non-
rejection of message validity by a
third party (non-repudiation). The
Digital Signature scheme [31]
defines a public-private key pair
such that the owner of this key pair
generates the digital signature
based on its private key. The digital
signature of an entity can be veri-
fied by any other entity using the
signer’s public key. The methods
used to form and verify the digital
signature depend on the approach
in use (e.g., RSA, DSS, DSA, etc).
With RSA, for example, the digital
signature is formed by hashing the

Network 1

Source

message [32] and encrypting the

result with the signer’s private key.
The receiver of a signed message
verifies the appended digital signa-
ture by hashing the message and
decrypting the signature using the

Report (group @s)Dig. Sig.
(3) Replay
»

Host's certifcate coverage >

signer’s public key. If the hash b
result and the decryption result

match, the authentication succeeds.

M Figure 6. A replay attack in basic receiver access control.
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Core

On-tree router

Receiver

issues will be discussed in the case of the Gothic
approach.

Scalable Multicast Key Distribution (SMKD) —
SMKD [34] defines a secure version of the Core Based
Tree protocol (CBT) by integrating mechanisms for
secure joining of CBT trees by routers, mechanisms for
receiver access control, as well as a group key distribu-
tion and update method. The CBT protocol [35] uses a
shared delivery tree scheme (Fig. 7), in which the tree
is built around cores.!? One selected core, called the
primary core, will serve as a connection point for the
other cores, called secondary cores. The core is respon-
sible for receiving traffic from all the senders and dis-
tributes it onto the shared tree toward the group
members.

In SMKD each group has its own group key distri-
bution center (GKDC), and this function could be dele-
gated to other routers when they join the tree. Initially,
the primary core takes the role of the GKDC. The
GKDC holds the group access control list (ACL) and

B Figure 7. Example of a CBT tree with one core.

Mobility Considerations — When a mobile receiver moves
from its current network to a new network, it may use either
its home subscription or a remote subscription (or variants of
these mechanisms) to rejoin the delivery. As we stated earlier,
the access control to the delivery tree is concerned with
mobility when the user (sender or receiver) rejoins the deliv-
ery tree via the visited network. This scenario will be the focus
of our discussion about the mobility impact for all the studied
approaches.

For the basic RAC solution, we can notice that frequent
movements of mobile hosts may severely impact their
resources, since the host needs to digitally sign each Report
message it sends.? In addition, if the host IP address is not
protected by the signature, a malicious host can get a signed
membership request from its current network, and replay it
later in another network after movement (Fig. 6).

Additionally, the multicast

distributes to authorized hosts and routers the group
key and key encryption keys (KEKs) used for group key
updates. The ACL list contains group membership
information (inclusion and exclusion of hosts and
routers).

Receiver Access Control Description — When a host wish-
es to join a tree, it sends an IGMP Report message including
a digitally signed and self-generated token (Fig. 8). The token
contains the host’s unique identity, a timestamp, and a pseu-
do-random number. The host’s token is authenticated either
by the host’s DR only (in case DR is a GKDC) or by both the
DR and the GKDC. In this latter case, the DR first initiates
the establishment of a new branch by forwarding the host’s
token to the core. As Fig. 8 shows, when the core verifies the
token, it sends back to the requesting DR a digitally signed

10 A core router is a delivery tree router that represents the convergence
point of all traffic originating from multicast senders in order to be for-
warded to the receivers.

router of the visited network can

DR Core(GKDCQ)

authenticate membership requests Host

of mobile hosts only if the router IGMP Report + [token_hlprk
knows the public key of those hosts. ~~ = >
This depends on the coverage of * Host ID @

¢ Timestamp

host certificates. If host certificates « Pseudo-random nb.

are distributed during group setup
to a set of multicast routers within
an administrative domain (e.g., cor-
porate network), the host’s mem-
bership request cannot be
authenticated beyond that domain.
To overcome this problem, the host

[Token_hlpg p +[Key pair, SP]PPK.h

Token_h
Verification [[Token_hlpe p,, [Token_DRIp pr

Join Requestlpr pg

@

»

Token_h
~ [[Token_hlpk ., G& Join Acklprk core Verification
) ® [+ [Token_hIPrk_h

* [ACL]PrK_Core

needs to include its certificate with-
in its membership request. This,
however, cannot guarantee a suc-
cessful authentication because the
solution may face interoperability
issues of public key infrastructures
in mobile environments [30]. These

®

* [Key pair, SPJPPK_DR

* Token_h: host’s token

* Token_DR: DR's token, used to authenticate
with next hop router (e.g. core)

* Prk_A: digital signature of entity A

* [X]Y: message X is encrypted with Y’s public key
* Gap: group access control package

* SP: group security parameters

9 Recall that performing public key operations
requires high processing capacity.

B Figure 8. SMKD protocol - receiver access control.
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Network 1

Source

Token originates
from network 2 #

4

token cannot be reused as well if
the timestamp is outdated.

Mobile members can avoid the
problems with invalid tokens by
using the self-generation privilege
of tokens. Specifically, a valid
member can generate a new token
with a new timestamp when it
desires to use the remote subscrip-
tion. In the case of a location-
dependent host ID, the member
requires first securely notifying its
GKDC about its ID change using
an out-of-band mechanism (a

Host’ t k A K
oS 3s|ge@wor |RN |Tsp |D|g. sig,

(2) Current token

Network 2 MNlope ="

Receiver

secure BU in the case of Mobile
IPv6 [13]) (Fig. 10). Such a notifi-
cation will enable the GKDC to be
aware of the member’s mobility,
and hence avoid rejecting by mis-
take valid tokens specifying a loca-
tion change. However, this useful
extension is not free since it intro-

Network 3

M Figure 9. SMKD-token invalidation because of network-based host ID.

group access package including the host’s token, a signed
ACL, and other security parameters for multicast traffic (e.g.,
KEKSs). Upon the construction of the new branch, the DR
stores the group access package to act further as a new
GKDC.

Compared to the basic RAC, SMKD provides authoriza-
tion mechanisms since the GKDC is aware of which multicast
groups the host wishes to join. This avoids the risk of bogus
subscriptions from valid hosts. Besides, SMKD provides an
anti-replay protection of the credentials (the token) using
timestamps. However, SMKD does not provide a sender
access control and does not ensure the user exclusion. Instead,
the author suggests establishing a new group to revoke old
members. Besides, this solution raises the risk of DoS attacks
because of digital signature verifica-
tions of tokens at the both DR and

duces additional processing and
signaling costs between the mem-
ber and the GKDC (ste[ (2), (3),
and (4) of Fig. 10). These additional costs contribute to
increasing rejoin latencies for the mobile member. On the
other hand, the authors did not specify in which data structure
the public key and host ID are bound together. The solution
requires that a public key infrastructure is in place. In that
case, certificate-related problems in mobile environments
need to be considered, as will be outlined in the next subsec-
tion.

As shown in Fig. 10, another mobility-related problem with
SMKD is the scope of the access control service, which is lim-
ited to the bi-directional routing protocols integrating the
secure joining and multicast key management functionalities.

Group Access Control Architecture for Secure Multicast

the core.

Mobility Considerations — One
of the key elements that could
affect the remote subscription in
SMKD is the host ID enclosed in
the token. Such an ID may be
either tied or not to a network loca-
tion.

If the host ID is not tied to a
network location, a valid token may
be replayed by a mobile attacker. In
fact, the attacker simply intercepts
a token sent within a given network
and replays it in another network
during the validity period of the

Network 1

{ Update host }
G} “ibinAcL

(2)iSecure notification?
\of location change:

SZ=SDDR (MR 3)

timestamp. In the case where the

host ID is tied to a network loca-

Host’s network L
0s Zslge@wor |RN |Tsp |D|g. sig.

tion (e.g., IP address), the member
cannot reuse its token for the
remote subscription since the token
verification phase at the routers
(DR and root) will fail due to the
difference between the host ID and a
the source address of the token

- Coverage of a group security-enabled bi-directional shared tree ——»

(5) New token

E@
Reciever

Network 3

originator (Fig. 9). Note that the

B Figure 10. SMKD applicability to support the remote subscription.
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Multicast router

- Member's certificate
- Group ID
Receiver ACS

[Authorization request]y prk

er), it sends its join request enclosing its capability
to the multicast router (Fig. 11). When the multi-

@ [Authorization

acknowledgement]acs prc=CAP

cast router receives the Report message, it checks
the validity of the capability by verifying the ACS’s

signature, and checking the host’s identity against

* Host's IP address

Report message (CAP) @

Checking CAP:
-ACS signature verification
-Check of the expire time

* Group ID
* Expire time
* ACS certificate

* Host's distinguished name

the one enclosed in the capability. Once the verifi-
cation is completed, the router sends to the host a
Join Acknowledgment message stating a successful
or an unsuccessful join.

-Verify host’s identity according to CAP

Join acknowledgement _

Compared to SMKD, the Gothic approach is
attractive in the sense that it avoids the interaction

* CAP capability

@ * h_PrK: Host's digital signature
* ACS_PrK: ACS's digital signature

between the group manager and routers. Hence
there is no need for a pre-established secure chan-
nel or communication between those entities.

Instead, all the access control information (capabil-

M Figure 11. Receiver access control in Gothic approach.

and Anycast (Gothic) — The Gothic solution [19] provides
receiver access control for both IGMP and MLD. More
specifically, Gothic specifies access control functions based on
a PKI infrastructure!! [33]. Gothic functionalities provide
authentication and authorization procedures to enable users
to subscribe to multicast groups by presenting their creden-
tials.

Receiver Access Control Description — The credentials,
called capability, is provided by the group manager — the
Access Control Server (ACS) — to authorized hosts when
they wish to subscribe to particular multicast groups. The
capability is digitally signed by the ACS, and consists in partic-
ular of member’s IP address, the multicast address, and the
public key certificate of the ACS.

When a host wishes to join a multicast group (as a receiv-

ity) generated by the ACS is transmitted by the

host to the router. Besides, Gothic provides a user

exclusion mechanism based on an expire time.
Hence, when the time of a given capability expires, this capa-
bility will be rejected by the multicast router.!2 This could be
attractive in the case where membership duration is pre-
defined (e.g., prepaid services) so that the ACS simply fixes the
certificate period according to the membership duration. This,
however, cannot be efficient in a typically dynamic environ-
ment, where the group membership duration of the user is
unknown. For example, if the multicast router stops forward-
ing traffic because the validity period of a capability expired,

11 4 Public Key Infrastructure (PKI) is defined within an administrative
domain. This infrastructure provides various certificate management func-
tionalities, such as user registration and key pair generation, certificate gen-
eration and distribution to end users, renewing certificates when they
expire, revoking certificates, etc.

 Capability interpretation
failed
* OID value="123" unknown

®3)
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<!Host’s IP @|ACS certificatel |Dig. sig.,
< = /
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M Figure 12. The PKI-PKI interoperability problem in Gothic.
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DR

* Conf: confidentiality ensured

* Int: Integrity ensured

* Prk_G: Group private key-based signature
* PbK_G: Group public key

* Verify that

* Verify Prk_G

sion,!4 it will reject the host’s request. For
instance, in the PKIX certificate standard [33],
unrecognized extensions introduce the rejection
of the certificate when they are marked as criti-

G-CBA @ was cal. On the other hand, the enforcement of non-
3§rﬁergated with standard certifications or domain-dependent

security policies both in the members’ home net-
work and in the visited network may also pre-
vent those members from rejoining the tree via
the visited network.

M Figure 13. Receiver access control in G-CBA (basic scheme).

the host needs to request a new capability to continue its sub-
scription to its multicast group. Moreover, the capability is not
protected against replay attacks. These attacks, however, are
effective only when all the valid hosts of a given network left
their group while a corresponding capacity has not yet expired.
In this situation, an unauthorized host that has received the
capacity can send it later during its validity period to force the
edge router to continue forwarding unnecessarily multicast
traffic.

In addition, the Gothic approach does not address the
sender access control problem. Besides, this scheme is weighty
because of verification cost of the digital signature at the mul-
ticast router. This may introduce processing overheads in the
router and a high risk of DoS attacks due to the public key
authentication method.

Mobility Considerations — From the point of view of
mobility support, this scheme seems to be well adapted since
there is no need for a pre-established context between routers
and ACS. If we look at the capability, however, we can notice
that it is tied to the host’s IP address. Hence, if a member
prefers using remote subscription when it moves to a new net-
work, it needs to request a new capability from the ACS
because the multicast router verifies the host’s IP address as
part of the verification process of the capability. This requires
that the member first inform the ACS about its mobility (as in
SMKD). All these constraints will increase the join latency for
mobile members and reduce the performance of Gothic in the
mobile environment. In addition, constraints related to mobile
host capacities (e.g., authentication with ACS) may affect the
efficiency of the access control mechanism in highly mobile
environments, as shown in the basic receiver

access control approach and SMKD. Besides,

Figure 12 illustrates an example of a policy-
related interoperability issue among three PKIs:
PKI,, PKlg, and PKI¢. Each PKI initially has its
own policy. Besides, let the ACS’s certificate
enclose a critical policy extension (e.g., a “certificate to be
used for multicast access control”), which is not identifiable in
domain B. When a member entering domain B presents the
ACS’s certificate to the multicast router MR2, this router will
reject the ACS’s certificate because it does not recognize the
critical extension.

To overcome the PKI interoperability issues, specific meth-
ods are required to enable entities from different PKIs to be
able to trust and understand the certificate of each other.
Those methods are based on connecting different CAs to
form a larger PKI. The most commonly known methods are
Cross Certificate and the Bridge Certification Authority archi-
tecture (BCA) [36]. As illustrated through Fig. 12, using a
cross-certification structure, the policy-related interoperability
problem between PKI and PKI¢ can be resolved. Concretely,
the cross-certification establishes a mutual trust between PKI4
and PKIc. Using this trust relationship, each PKI can statical-
ly map the OID (policy identifier) of the other PKI (policy
mapping). The policy mapping [33] allows the OIDs generated
in a certificate issued by one organization to be recognized in

13 In addition to the public key, a typical certificate (e.g. x.509 [33]) con-
tains other fields such as issuer name, owner name, a validity period, and
optional extensions. An example of such extensions could be policies gov-
erning a certificate in an administrative domain.

4 Certificate extensions may have standardized and proprietary values.
The difference between extensions is a source of the existence of different
certificate formats profiled for specific uses. These format differences may
cause various PKI interoperability problems that may exist between differ-
ent administrative domains [30].

PKI-related problems may rise when a member

. ; . DR
moves to a network where the multicast router is e [Prk_h]conf +  Receiver
covered by a distinc‘F public key infra}s.tru.cture. [[h_Certlpr gl .| IMLD report (G-CBA), [h_Certlpy .
Indeed, due to p0§s1ble interoperability issues 1 PbK_hlprg 1 -
between public key infrastructures [30], the multi- * PbK_G = >

cast router of the visited network may not be able
to verify the capability (Fig. 12).

The interoperability issues arise from different
factos such as technical factos (e.g., certificate

* Validity period

* GC's IP address
¢ Host's IP address
(CGA @)

* Verify Prk_G
* Verify h_Cert
validity period
* Verify that host's

formats, semantics of name attributes), policy
factors, business factors, etc. However, in Gothic

CGA @ is the same
as the one in h_Cert

the verification is based on the ACS’s public key,
which is enclosed in the ACS’s certificate.13
Hence, if the multicast router does not recognize
the ACS certificate format or any enclosed exten-

12 The router may not need to store the capability, but

Conf. confidentiality ensured

Int: Integrity ensured

PrK_G: Group private key-based signature
PrK_h: Host’s private key-based signature
PbK_G: Group public key

PbK_h: Host's public key

h_Cert: Host's certificate

and was generated
with PbK_h
* Verify Prk_h

could for example send a periodic Query message to re-

request the capability from members.

B Figure 14. Receiver access control in G-CBA (certificate-based scheme).
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If the proof-of-membership is cor-
rect, the router accepts the Report
message. In addition, to avoid
replay attacks in BS, the authors
suggest including nonces!7 during
the Query-Report exchange
between routers and hosts.
Similarly to Gothic, the BS
scheme avoids the interaction
between routers and the GC. This
approach, however, does not pro-
vide user exclusion. As a result, an
old member can illegitimately send
a Report message to the router
with a valid public key and private
key pair since these keys remain
unchanged during the group ses-

based on the
copied 64-bit
CBA suffix

W Figure 15. CS Issues in mobile environments.

another organization. Hence, in Fig. 12 the OID “123” is
mapped into OID “055” in domain C.

The problem with the cross certificate and BCA techniques
is that they are not broadly deployed, and are still in test
phases. In fact, the complexity of current standards and tech-
nical divergences are making difficult the achievement of an
efficient interoperability structure.

Group Cryptographically Based Addresses (G-CBA) — In
[37] C. Castelluccia and G. Montenegro proposed a solution
that provides a receiver access control mechanism for multi-
cast groups in IPv6 environments. The proposed solution is
based on the Cryptographically Based Address (CBA) scheme
[38]. This scheme associates to each IPv6 node (host, server,
router, etc) a public-private key pair and derives the node’s
IPv6 address (a CBA address) from the node’s public key
using a Hash-Message Authentication Code (HMAC) func-
tion.15 Specifically, the public key is used to generate the 64-
bit suffix of the CBA address, whereas the 64-bit prefix
represents the subnet prefix.

The authors proposed to extend the CBA concept to group
addresses (G-CBA) in order to secure MLD Report messages.
The G-CBA protocol defines two schemes to solve the proof-
of-membership problem: a basic scheme and certificate-based
scheme.

Receiver Access Control Description — In the basic
scheme (BS), the group controller (GC) generates a group
public-private key pair and derives from it the G-CBA (group
address).10 The generated key pair is then securely distributed
to authorized group members. When a host wishes to join or
leave the group, it includes the group public key and signs the
resulting message with the group private key (Fig. 13). Once
the designated router (DR) receives a Report message for a
group CBA address, it verifies the host’s proof-of-membership
to the group by verifying that:

15 HMAC is a one-way function that transforms the concatenation of a
message (of any size) with a key to a fixed-size hash value usually used for
authentication purpose. The One-Way property ensures that knowing a
hash value and the hash function, it is computationally very hard to find
the original message.

sion duration. In addition, the

approach introduces risks for DoS

attacks due to high-cost operations
at the DR when authenticating fake Reports.

The alternative scheme, called the certificate-based scheme
(CS), extends the basic scheme to ensure user exclusion using
certificates. Specifically, each member will be attributed a dis-
tinct public/private key pair. The member’s public key is used
to generate its CBA address, as explained earlier. This CBA
address is enclosed within an authorization certificate (SPKI
certificate!8) issued by the GC. Aside from the CBA address,
the certificate includes the group public key, its related
G-CBA address, and a validity period (Fig. 14). When a host
wishes to join or leave the group, it includes its certificate and
public key, and signs the resulting messages with its private
key. On receipt, the DR verifies the validity of the certificate
and uses its content to perform several validity checks, includ-
ing the verification of the G-CBA and CBA addresses (Fig.
14). On the other hand, the authors recommend using short-
lived certificates to overcome replay attack risks in the CS
scheme.

The certificate-based scheme is attractive in the sense that
it allows for excluding members based on the validity of their
certificate. Also, this scheme avoids interactions between the
DR and the group controller. The problem with this scheme,
however, is that the user exclusion mechanism (certificate
validity period) has the same limitations as the Gothic
approach. In addition, as with the previous scheme, the cer-
tificate-based scheme is weighty, time-consuming, and vulner-
able to DoS attacks because of the public key authentication.
Finally, as a common conclusion, both the BS and CS schemes
do not support sender access control.

Mobility Considerations — The G-CBA solution is attrac-

16 G-CBA is generated by hashing the public key only.

17 Nonce is a random value that is included in data exchanged between a
pair of communicating entities. The randomness of nonces makes it possi-
ble to detect and protect against replay attacks.

18 Simple Public Key Infrastructure (SPKI) defines a standard form of an
authorization-oriented digital certificates [39]. Holders of SPKI certificates
are identified by their public keys only rather than the pair (name, public

key).
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when coupling a SPKI certificate
format with other certificate for-
mats (Fig. 15).

Finally, the CS scheme gener-

B Figure 16. Authorization stamp - receiver access control.

tive with regard to mobility support. In fact, the router is
required to neither store any pre-established context nor
interact with the GC to perform host access control. Indeed,
all the information required to verify the host’s validity is
included in its membership request (Fig. 13 and Fig. 14).
Also, in the CS approach, the member’s IP address change
(i.e., CBA change due to mobility) does not invalidate the
member’s certificate. In fact, using the host’s public key, the
router can just verify the validity of the fixed hash represent-
ing the 64-bit suffix of the CBA address rather than the whole
CBA address (i.e., including the subnet prefix). However, this
opens vulnerabilities to replay attacks. Indeed, a mobile
attacker could intercept the certificate and the CBA address
of a victim, and then copy the relating 64-bit suffix to replay
the certificate in another network (Fig. 15). To overcome such
an attack, the authors suggest using short-lived certificates.
With this option, however, if the member’s certificate expired
while the member needs to present it through a remote sub-
scription, a new certificate should be requested from the GC.
Such a constraint generates high operation costs at members
(a secure binding update [13] and recovery of the new certifi-

ates and verifies the validity of

CBA addresses based on the Static

Uniqueness and Cryptographic
Verifiability (SUCV) algorithm, that is, the node’s public key
and the node’s random value as inputs. However, other CBA
schemes are emerging, such as [40], where the CBA address is
generated based on the subnet prefix as an input parameter.
This introduces additional interoperability issues for the CS
scheme in mobile environments in cases where the router of
the visited network does not support the SUCV algorithm.

Authorization Stamp — In [41] T. Ballardi and J. Crowcroft
defined receiver and sender access control mechanisms for
CBT trees. Each time a multicast group is created, the group
manager generates a multicast certificate for that group. This
certificate will be used by the group manager to perform user
authorization procedures. The certificate contains a validity
period, an IP multicast group address, group inclusion (or
exclusion) list, that is, subnets where hosts are authorized
(respectively, non-authorized) to become members, and a
sender list (a list of members authorized to send to the

group).

Receiver Access Control Description — A host interested
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B Figure 17. Authorization stamp - sender access control.
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approaches, this solution supports
both receiver and sender access
controls. Also, this approach pro-
vides an anti-replay protection
using a timestamp in the authoriza-
tion stamp. Effective protection,
however, requires short-lived
authorization stamps at the
expense of decreasing the efficien-

Network 2

Scope of the GM service

---"" Host
sender/receiver)

cy of the protocol. In fact, with
that scenario the host should fre-
quently request a new authoriza-
tion stamp from the group manager
to maintain its connection to the
tree. Also, the solution is vulnera-
ble to DoS attacks where a mali-

Network 3

cious user gets the control routers

B Figure 18. Extension of authorization stamp approach to support a remote connection to

the tree.

in subscribing to a particular multicast group sends a signed
User-Request message to the group manager (Fig. 16). If the
check of user’s request against the multicast certificate suc-
ceeds, the group manager generates and securely transmits to
the host an authorization stamp that includes the host’s IP
address, a timestamp, and a lifetime to be used in data pack-
ets (Fig. 16). The host uses the authorization stamp as a cre-
dential when it sends its IGMP Report to the designated
router (DR). To make a decision on the host’s request, the
DR securely forwards that request to the group manager.
After the group manager receives the DR’s message (Fig. 16),
it checks the validity of the enclosed authorization stamp and
verifies that the member’s Report message was sent within
one of the authorized subnets (inclusion list). After all the
checks have been competed, the group manager replies to the
DR with an acceptance or rejection of the member’s request.

Sender Access Control Description — After a host receives
the authorization stamp from the group manager, it can start
sending traffic to the claimed multicast group (Fig. 17). To
achieve this, the sender includes the authorization stamp in
each multicast packet it transmits and digitally signs the pack-
et. An on-tree router is expected to

involved in extensive exchanges
with the group manager to verify
bogus traffic. Moreover, the sender
access control mechanism has two
limitations. First, the exchange between the DR and the
group manager provides a weak protection against bogus traf-
fic, since only some packets are controlled among the whole
traffic flow. Second, an attacker that impersonates a valid
source can send bogus traffic to generate an alert packet that
penalizes the valid source. In addition, the user exclusion
mechanism is based on a pre-defined lifetime of the autho-
rization stamp. This may increase latencies and disturb multi-
cast sessions. Indeed, the sender needs to request a new
authorization stamp before the expiration of the current one.

Mobility Considerations — This approach is attractive with
regard to its applicability in the mobile environment given its
reliance on public key infrastructure. In fact, although the
authorization stamps are signed by the group manager, they
are exclusively verified by that entity. Hence, when a valid
host (sender or receiver) moves to a new network and wishes
to rejoin the tree via that network, the router does not need
to verify the authorization stamps, as they will be forwarded
to the group manager (Fig. 17). The main problem that arises,
however, is that the authorization stamp may be rejected by
the group manager. In fact, this approach faces the same

forward regularly to the group man-
ager the packets it receives from a
sender. If the group manager
detects an unauthorized packet

DKD: Domain key
distributor

VTL: Valid leaf-ticket list
IVL: Invalid leaf-ticket list
RP: Rendezvous point
DR: Designated router
SC: Secure channel

(Fig. 17), such as a fake packet sig-
nature, a control failure packet is
returned to the requesting router.
On receipt, the router generates an
alert packet specifying the affected

(source, group) pair. The alert
packet is then transmitted to the
DR of the malicious sender, so that
the DR stores the IP address of the
attacker and stops forwarding traf-

Network 1

fic originating from that address.
The authors suggest using the
lifetime of the authorization stamp
as a replay protection of the
sender’s traffic. Upon lifetime expi-
ration, the sender should request a
new authorization stamp to contin-
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M Figure 19. Receiver access control in a PIM domain.
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algorithm (e.g., HMAC) based on
a shared (symmetric) key as a
secret. Another alternative would
be to enable a host to provide the
proof to its communicating peer
that it knows the secret it shares
with that peer. This may be
achieved using Challenge/ Response
procedures [42] in which a server
(e.g., the multicast router) sends
an unpredictable challenge value
(typically a random value) to the
client (host), who computes the
response using a transform on the
received challenge value. Such a
transform may be an encryption

Network 3

(symmetric or asymmetric) algo-

M Figure 20. PIM-SM-RAC applicability to support the remote subscription..

problems in the mobile environment as with Gothic with
respect to the change of the host IP address. This is because
the host IP address is tied to the network where the user sub-
scribed to the group. To avoid this problem, the host needs to
request a new authorization stamp each time it rejoins the
tree via its current network (Fig. 18). This, however, will
introduce the same problems as G-CBA CS (i.e., increased
rejoin latency and processing overhead at the host in a highly
mobile environment). Also, access control is limited to the
scope of the group manager’s service, because the DR needs
to interact with the group manager.

SHARED SECRET-BASED SOLUTIONS

In shared secret-based solutions a pair of communicating
nodes, in our scenario a host and multicast router, authenti-
cate each other based on secret information (typically known
by those machines exclusively). To achieve this, the machine
applies to the message being transmitted an authentication

19 This concept is also exploited in [43, 44], and [45].

rithm or a hash function applied
on the concatenation of the chal-
lenge value along with a secret
value (e.g., a key) shared between
the client and the server. When the server receives the client’s
response, it applies the appropriate operation (it depends on
the type of transform in use) in order to check whether the
client’s result matches the expected result. In the following
sections we describe the existing receiver and sender access
control solutions that are based on the concept of shared
secret 19

Receiver Access Control in PIM-SM — A solution that
extends mechanisms originally used to secure the control mes-
sages of PIM-SM protocol has been proposed in [46] to pro-
vide receiver access control. PIM routers use a key shared
between them called the Equal Opportunity Key (K.,) to
authenticate their control messages. The defined receiver
access control mechanism suggests using that key for two
roles. First, the group manager, called the domain key distrib-
utor (DKD), generates different leaf-tickets by hashing K,

20 The rendezvous point (RP) is a multicast router that represents the root
of the delivery tree in PIM domains. All the multicast traffic in a PIM
domain transits by the RP.
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B Figure 21. Receiver and sender access control based on ingress/egress routers.
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be efficient in a dynamic environment
for the reasons we explained earlier.
In addition, bogus subscriptions with a
valid ticket are possible because the
ticket is not tied to the requested mul-
ticast addresses.

Also, this approach is specific to
PIM-SM domains and requires a high
deployment cost since all the domain
multicast routers need to support the
receiver access control mechanism,
and not the DR only, as in the previ-
ous solutions. Moreover, the scalabili-
ty of this solution is questionable
because the PIM routers may store a

M Figure 22. Receiver access control based on IGMP-Key.

with a random value. Second, the leaf-tickets are distributed
periodically with their respective lifetime by the DKD in the
form of a valid ticket list (VTL) encrypted with the K, key to
all the PIM router of the PIM domain. The DKD also dis-
tributes the VTL list to the designated routers using a secure
channel.

Receiver Access Control Description — When a host wish-
es to join a multicast group, the DKD provides him an unused
leaf-ticket to prove its membership to the designated router.
Once used, the ticket is included by the DKD in the invalid
ticket list (ITL). This list holds the tickets that can no longer
be used in the PIM domain for several reasons, e.g. the ticket
has been attributed to a host or the lifetime of the ticket has
expired. The DKD regularly distributes the updates of the
ITL list to all the domain PIM routers so that they delete
invalidated tickets from their VTL list (Fig. 19).

The joining host presents its ticket to the DR using a
shared key to authenticate and encrypt the ticket (e.g., IPsec
ESP channel). When the DR receives the ticket, it checks it
against the VTL list (Fig. 19). If the ticket is valid, the DR
sends a new-defined PIM message, called an Access-Con-
trolled-Join (AC-Join) message, that includes the ticket,
toward the rendezvous point (RP)20 (Fig. 19). On receipt, the
RP (or an on-tree router holding the VTL list) triggers the
normal PIM join procedure to start

large VTL list. In addition, this
approach does not address the sender
access control problem.

Mobility Considerations — When a member moves to a
new network and uses a remote subscription to rejoin the
tree, it may face two problems. First, the ticket is distributed
within a PIM-SM domain. Hence, a member that moves out
of this domain cannot use its ticket. Second, since the ticket is
invalidated after it is used, when the member moves even
within the same domain it is necessary to request a new ticket
from the DKD (Fig. 20). All these constraints may increase
member join latency and affects computation resources.

IGMP Extension for Authentication of Receivers and
Senders (IGMP-RAC&SAC) — In [47] Ishikawa et al. pro-
posed a solution to authenticate senders and receivers based
on an extension of IGMPv2 to allow for the use of a Chal-
lenge/Response procedure. In this approach, the first hop
routers of the delivery tree represent ingress routers (for
senders) and egress routers (for receivers). An authentication
server (AS) holds a secret value for each host. This value will
be verified by the authentication server when the host wishes
to subscribe to a particular multicast group.

Receiver Access Control Description — When the host
wishes to receive multicast traffic of a particular group, it
sends its IGMP Report, including its host ID (e.g., email

forwarding multicast traffic request-
ed by the joining host.

This solution provides anti-
replay protection. Indeed, after the
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Given this consideration, the
author, however, does not describe
how a valid host can successfully
join the multicast tree. Indeed, a
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routers in order to avoid multicast
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M Figure 23. Dynamic inclusion of multicast routers to support the remote subscription in the
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M Figure 24. HIP tree structure.

address), to the egress router. After the message is received,
the egress router triggers with the new receiver a
Challenge/Response procedure (Fig. 21). The result of the
challenge is calculated by the receiver based on its secret
value. The egress router forwards that result along with the
host ID to the authentication server in order to authenticate
the host. When it receives the forwarded message, the authen-
tication server calculates the expected hash result and com-
pares it with the received result. If both results match, the
authentication server sends to the egress router an Access-
Accept message stating a successful authentication (Fig. 21).
The egress router then informs the new receiver about the
authentication success, sets a validity period for the requested
group, and starts forwarding multicast traffic. When the validi-
ty period expires, the egress router sends a group-specific
query to trigger a new Challenge/Response procedure with
any interested receiver.

Sender Access Control Description — When a sender
starts sending multicast packets, it transmits a Sender Start
message to an ingress router. This message holds the user ID
(e.g., email address) and the multicast group address. The
remainder of the sender access control mechanism works in a
similar way as in the receiver case (Fig. 21). Upon a successful
authentication the ingress router starts forwarding the sender’s
traffic.

The present solution provides anti-replay protection based
on the Challenge/Response process. In fact, an attacker can-
not replay a response of a valid host because any response is
tied to a random value (CV) previously generated by the
router (Fig. 21). However, the problem with this solution is
the lack of an effective authorization procedure. In fact,
egress routers (respectively, ingress routers) do not prevent
legitimate hosts from sending bogus subscriptions (respective-
ly, bogus multicast traffic) because the ingress/egress routers
are not aware of which multicast addresses the host wishes to
subscribe to, or send traffic to. Besides, the proposed Chal-
lenge/Response approaches are based on static values (pass-
words). This provides a weak protection for passwords against
dictionary attacks [48]. In other words, an attacker that
observes both the challenge and response can test random
passwords against the known challenge, and hence may dis-
cover the transmitted password. This problem is due to the
low entropy of passwords, and may arise in the case of the
described solution since the same password is used for all
requested multicast address.

In addition, the sender access control mechanism opens
vulnerabilities to bogus traffic. Indeed, an attacker may spoof

the IP address of a valid sender, and then send bogus traffic
during the validity period of the multicast traffic originating
from the valid sender. Also, the solution does not support
user exclusion.

Mobility Considerations — From a mobility perspective, the
IGMP-RAC&SAC solution is interesting. Indeed, when a host
rejoins the tree via the visited network, the ingress/egress
router does not need to be aware of the host’s validity (i.e.,
SV validity), as the verification will be passed to the AS (Fig.
21). This, however, comes at the cost of requiring multicast
routers in the visited network that play the role of
egress/ingress filtering entities. Hence, this solution is only
applicable within the scope of the AS’s service.

HYBRID SOLUTIONS

Hybrid solutions combine both digital signature and shared
secret schemes in order to perform access control of hosts at
the designated router.

IGMP Key — T. Hardjono and B. Cain [5] defined a receiver
access control mechanism based on a one-time token sent
along with IGMP Report messages. The token contains in
particular a group ID, a host ID, an expiration date, and a
symmetric key called the IGMP-key that is used by receivers
to authenticate their Report messages.

Receiver Access Control Description — During group
setup, the key server (KS) transmits digitally signed tokens to
authorized hosts (Fig. 22). The key server also distributes to a
set of multicast routers an access token list identified by a
triple (group ID, token ID, and IGMP-Key).

When a host wishes to subscribe to a particular group, it
sends an IGMP Report message along with the access token
(Fig. 22). On receipt, the designated router (DR) verifies the
digital signature of the token using the public key of the key
server.2l The DR then checks its access token list to verify
whether an entry exists for the requested multicast address
and its corresponding IGMP-key. If the verification succeeds,
the multicast router validates the host’s membership report
and deletes the corresponding triple (group ID, token ID,
IGMP-Key) from its list.

Compared to Gothic, the IGMP Key approach reduces the

21 Note that although the server's public key is enclosed in the token, the
authors assume that the routers hold the certificate of the key server (e.g.,
to securely bind the server's ID to the server's public key).
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M Figure 25. Secure HIP tree under KHIP.
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M Figure 26. Receiver and sender access control under KHIP.

risk of replay attacks of a valid credential (token) by enabling
the DR to delete the corresponding entry from the token list
after the token is used. In addition, this approach provides a
user exclusion mechanism as the token contains a validity
period. However, the exclusion mechanism may be inefficient
for the same reasons as in G-CBA CS, for example. In addi-
tion, the solution does not address the sender access control
problem, and is vulnerable to DoS attacks when the multicast
router receives bogus subscriptions with fake tokens. In this
case, it will experience processing overheads due to extensive
digital signature verifications. Also, the performance of this
approach at both the receiver and the multicast router sides is
limited because the receiver needs a distinct access token for
each group, with a distinct IGMP key, whereas the edge mul-
ticast router may have a large amount of access tokens.
In order to reduce the memory

tion of tokens will be limited to the scope of the access con-
trol service of the key server. On the other hand, the host ID
in the enclosed token may raise problems in the mobile envi-
ronment. Indeed, if the host ID is a network-based ID (e.g.,
IP address), the host cannot use the remote subscription. To
overcome this problem, the mobile host needs to request a
new token from the key server. This, however, will increase
the rejoin latency and introduce a processing overhead at the
host (re-authentication with the key server and key decryption
operations). If the host ID is not tied to a network location
(e.g., in the case of email addresses), an unauthorized host
can copy the token from its current network, move to a new
network, and replay the token in an unauthorized member-
ship request to the local multicast router. If that router holds
the appropriate token list, it may validate the token.

storage at the edge router, T. Hard-
jono and B. Cain suggested an
extension to the above approach so
there will be no need to store
tokens at the routers [49]. Howev-
er, the proposed extension is very
similar to Gothic, and hence inher- (5)
its its advantages and drawbacks. A I s

Mobility Considerations — In the
IGMP Key approach, the multicast
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Keyed Hierarchical Multicast Routing Protocol (KHIP) —
KHIP (Keyed Hierarchical Multicast Routing Protocol) [50]
is a secure, hierarchical multicast routing protocol that was
specified for securing the multicast routing protocol (against
untrusted routers), but provides as well receiver and sender
access control mechanisms, and integrates the distribution of
encryption keys. KHIP extends the Hierarchical Multicast
Routing Protocol (HIP) by introducing mechanisms for the
authentication and authorization of hosts and trusted
routers. The HIP protocol [51] is based on the Ordered
Core Based Tree protocol (OCBT)?? [52] and enables the
routing of multicast data between heterogeneous multicast
domains (each domain uses its proper multicast routing pro-
tocol). In HIP, the multicast tree is constructed of OCBT
routers and virtual OCBT routers. Each virtual OCBT is
mapped to a domain by organizing the border routers of the
domain to simulate the output of a single OCBT router (Fig.
24). Also, HIP uses border routers of the multicast domain
as OCBT cores.

KHIP (Fig. 25) places trust in OCBT cores and some
routers to maintain correctly the multicast tree (protection
against untrusted routers)?3 and help to ensure receiver and
sender access control. Also, the multicast tree is divided into a
number of sub-branches, each with an OCBT core as a root.

Receiver Access Control Description — In KHIP, a group
manager maintains an access list for each multicast group and
securely issues digitally signed multicast certificates to autho-
rized members. The certificate includes several fields (Fig. 26)
such as the member’s IP address, its public key, the range of
authorized addresses, and per-group permission (initiator,
sender, receiver, and group terminator). The authors did not
describe how host access control could be performed in the
DR, and they only proposed using the same mechanisms as
those enabling trusted routers of a given sub-branch to
authenticate with their core.2* We now briefly explain how the
mechanisms used by trusted routers could be interpreted from
the viewpoint of receiver access control.

First, the host initiates with the DR two exchanges of digi-
tally signed messages, holding the certificate of the transmitter
along with a random nonce for replay protection (Fig. 26).
The DR terminates the exchanges by validating the host’s
membership request and transmitting to the host the required
information to start receiving or sending multicast traffic (Fig.
26). That information includes a starting sequence number and
a branch key (Kg)? both used for data transmission.

Sender Access Control Description — As Fig. 26 shows,
the sender access control mechanism encloses the receiver
access control. After this latter succeeds, a receiver can send
multicast traffic as a new authorized sender. To achieve this,

22 OCBT extends CBT in order to eliminate message loops that may occur
in a CBT tree. This is achieved by ordering the way in which multicast
routers and cores join the multicast tree.

23 Control messages exchanged between trusted routers carry nonces (for
replay protection) and are digitally signed.

24 The router authenticates with the core through two secure message
exchanges that include the exchange of their respective certificates. The
core also sends to the router the branch key, the branch ID, and a starting
sequence number for data forwarding.

25 Members of the same sub-branch keep track of a common sequence
number and share the same branch key.

the receiver creates a random encryption key (Kgrang) for
data encryption. It then appends to the data an amount of
control information to form the whole multicast packet. The
control information is encrypted with the branch key (Kg)
(Fig. 26). This information consists of the random key
(KRrand), the host’s branch ID, the next sequence number,
and a checksum of the encrypted data. The branch ID along
with the sequence number (both received from the DR) will
be used by the sender as nonces in order to prevent replay
attacks. Once the packet is formed, it is transmitted from the
sender’s sub-branch over the whole tree. During the transit
of the sender’s traffic, the included control information is
controlled by trusted routers interconnecting different
branches (Fig. 25) to ensure a proper transmission of the
source’s traffic.20

KHIP limits the effect of flooding attacks to the scope of a
sub-branch, because the sender’s packets are controlled by a
trusted router before being forwarded to another sub-branch.
In addition, KHIP provides nonce-based anti-replay protec-
tion both for the sender’s traffic and the receiver’s member-
ship requests. However, the access control mechanism may
introduce a high processing cost and risks for DoS attacks at
both DRs and cores. Indeed, DRs and cores may perform
multiple digital signature verifications to validate the host’s
subscription. Also, the sender access control mechanism is not
performed only at the edge of the delivery tree. Instead, the
sender’s packets are controlled and reprocessed sub-branch by
sub-branch. This will increase data delivery delays and intro-
duce a high deployment cost as multiple on-tree routers may
be involved together in controlling a single sender. In addi-
tion, the user exclusion mechanism has the same drawbacks as
G-CBA CS, since the host’s certificate has a pre-defined life-
time. Furthermore, although not described in this section, fre-
quent removals and reconstructions of branches due to the
departure of trusted routers will decrease even more the effi-
ciency of the protocol. In fact, when a trusted router leaves its
sub-brunch, the root updates that sub-branch with a new
branch key and a new starting sequence number, both encrypt-
ed with the public key of each remaining router and sub-
branch member.?7

Mobility Considerations — Some of the mobility issues
that arise in KHIP have already been seen through the pre-
vious approaches. First, the host’s IP address is tied to the
host’s certificate, while the sub-branch key relates to the
branch to which the user is connected. Hence, if an autho-
rized host wishes to rejoin the tree via the visited network
upon its movement, this host should request a new certifi-
cate from the group manager and request the corresponding
control information from the DR of the new sub-branch,
including a sub-branch key and a starting sequence number
(Fig. 27).

This, however, will increase the rejoin latency and intro-
duce processing overheads at the host (re-authentication with
thegroup manager and message exchanges with the DR).

On the other hand, the solution is limited to the scope of
the KHIP service, which only covers OCBT domains.

26 When a trusted router receives traffic from one of its sub-branches, it
decrypts, verifies, and then updates the received control information. The
update consists in replacing the sequence information with a new one
proper to the next sub-branch. The control information is then re-encrypted
and transmitted to that sub-branch.

27 The root acts as a subgroup-manager, and thus it should know the hosts
of its sub-branch even if the root is not a DR.
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' Replay attacks are not very likely as host IP address is tied to the capability

W Table 1. Comparative table: stationary environment.
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“2": Not specified in the solution.

1 If host ID is a network-based ID, then the values of the second, third, and fifth columns will be “Y".
2 1t might be “N” in case the DR of the visited network requires contacting the GCKS as a new GSA member.

3 1t might be “N” in case of an inter-domain movement.
41t might be “Y” in case host ID is a network-based ID.
5 The router should support the G-BCA algorithm.

6 GDOI: Group Domain of Interpretation [55] is a group key management protocol.

B Table 2. Comparative table: the mobile IP environment.

Although this may avoid interoperability issues of PKI infras-
tructures on the scope of the KHIP service,8 an authorized
host cannot use its certificate beyond OCBT domains.

SUMMARY

This section will sum up the characteristics of the different
approaches we presented in the previous sections, and give a
comprehensive view of their limitations.

First of all, few solutions addressed the sender access con-
trol problem (Table 1). Also, some of the proposed mecha-

28 For example, a PKI infrastructure could be mapped to the KHIP service.

nisms lack efficiency, e.g. IGMP-RAC&SAC and authoriza-
tion stamp, where a security hole exists because the sender’s
traffic is periodically controlled. KHIP resolves the problem
by involving the router in a continuous control of the sender’s
traffic. This control, however, may be a router’s bottleneck
because the router may be involved in high-cost operations
(decryption/encryption operations and data sequence
updates). On the other hand, if we look at the types of cre-
dentials introduced by the existing approaches, we can note
that some solutions only use the authentication information as
credentials. This is particularly true for Basic RAC and
IGMP-RAC&SAC. In these solutions, the access control at
the multicast router is limited to authenticating host requests.
Hence, the multicast router has no control of host access
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rights, such as the authorized multicast addresses. This will
open vulnerabilities to bogus subscriptions by valid (authenti-
cated) members.

Besides the G-CBA-BS solution uses group authentication-
based access control rather than an individual authentication
of hosts. In this solution the multicast address is generated
based on a group public key so that its corresponding private
key is used to authenticate the host’s request. With this
scheme, the access control at the multicast router can succeed
only if the router successfully authenticates the host’s request
based on the group public key. As we can note, by providing a
group authentication-based mechanism rather than an individ-
ual authentication of hosts, we can provide a type of autho-
rization procedure at the multicast router.

The problem with the proposed group authentication-
based access control is that the authentication information is
tied to a single multicast group. Hence, the multicast router
will perform for a given host as many authorization proce-
dures as there are requested multicast groups. This may have
a negative impact on solution performance, especially when
the authentication is based on digital signatures (e.g., G-
CBA). This problem is not due to the group authentication-
based access control concept, as it may arise as well for the
solutions where the credentials (e.g., certificates) enclose a
few or a single multicast group (e.g., Gothic). SMKD resolves
the problem by enclosing multiple group IDs in the credential
so that the multicast router can perform a single host autho-
rization procedure for multiple groups. This is particularly
valuable for the access control support of hosts wishing to
subscribe to multiple groups.

Regarding the access control cost, compared to shared
secret-based solutions, both digital signature-based solutions
and Hybrid solutions may introduce a high processing cost at
the multicast router due to the authentication information. In
fact, hash authentications, typically used in the shared secret-
based approaches, have a low computational cost compared to
digital signatures. More specifically, hash authentications are
about two to four order of magnitude faster than digital signa-
tures [53]. Moreover, the high authentication cost of digital
signature increases the risk of DoS attacks in the network
entity that verifies digital signatures [54]. In the case of digi-
tal-signature based approaches, the multicast router may be
the main victim of such attacks because of the verification of
host requests.

On the other hand, many solutions defined a user exclu-
sion mechanism. However, this issue has not been efficiently
addressed since almost all the proposed approaches use a
validity period for the user’s credential. This, however, will
not be efficient in the case where membership duration is
unknown.

Mobility Considerations — Our study of the applicability of
the existing solutions in mobile IP environments highlighted
several issues and challenges. Table 2 summarizes the issues
that may be encountered if a mobile member rejoins the tree
via the visited network. In brief, the mobile member may face
two main problems.

First, the credential may be invalid in the new network
because of one of the following reasons:

* The host’s credential is tied to its network location (e.g.,
the host’s IP address in Gothic).

* A pre-established security context. For instance, the
router needs to hold the host’s public key (Basic Receiv-
er Access Control), or tokens (IGMP-Key) before per-
forming host access control.

* One-time credential usability as an anti-replay attack
mechanism (e.g., IGMP Key, PIM-SM-RAC).

The invalidation of the member’s credentials may generate
time-consuming operations for mobile members. This is par-
ticularly true when the member needs to re-authenticate with
the group manager and routers based on digital signatures
(e.g., Gothic and G-CBA- CS). Furthermore, such expensive
operations increase the rejoin latencies.

The second main problem relates to the scope of the
access control service. In fact, protocol-dependent solutions
such as KHIP, SMKD, and PIM-SM-RAC do not work
beyond the domains where the underlying protocol (respec-
tively, OCBT, bi-directional shared trees, and PIM-SM
domains) has been deployed .

Other domain-dependent issues may arise due to interop-
erability problems, such as with the solutions that are based
on certificate infrastructures (e.g., Gothic and G-CBA-CS).
These solutions may face PKI interoperability issues if a
mobile member moves out of its PKI domain. In this case, the
certificate enclosed in the member’s credentials may appear
invalid in the new PKI domain, and hence the member’s cre-
dentials will be rejected.

Interoperability appears as a key condition for the exten-
sibility of the scope of the multicast access control service.
Such extensibility leads to a broader support of multicast
access control in mobile IP environments. From the per-
spective of the mobility question in our study, we can classi-
fy the interoperability issues into two categories:
intra-infrastructure interoperability and inter-infrastructure
interoperability.

The first class concerns the interoperability between
homogeneous infrastructures, such as PKI-PKI interoperabil-
ity. Regarding that category, some multicast access control
solutions are built upon infrastructures that show more
interoperability potential than others. For example, Gothic is
built upon a PKI infrastructure, which could benefit from
interoperability structures such as cross certificates and BCA
[36]. Other infrastructures may be more vulnerable to inter-
operability issues. For example, the problem of interoper-
ability has not been addressed for the group key management
schemes (group key distribution and update), which differ in
several features, such as the physical architecture (central-
ized, decentralized, distributed) [56]. Hence, the SMKD
solution, which is based on a proper decentralized architec-
ture (i.e., a GKDC hierarchy-based) to ensure the group key
management, is potentially less extensible to a larger scope
than Gothic.

The second interoperability class is more problematic as it
deals with the interoperability between heterogeneous infras-
tructures such as a PKI infrastructure and a group key man-
agement infrastructure. A basic solution to this
interoperability problem could be to provide the member with
multi-access control support so that it can execute the appro-
priate multicast access control service that corresponds to its
current location.

Finally, although the G-CBA-BS solution lacks both a
user exclusion mechanism and the support of sender
access control, it overcomes the above mobility-related
issues. Therefore, G-CBA-BS could be the solution that
shows the best applicability in mobile environments. It is
true that if the mobile member continues to send or
receive multicast traffic via tunneling with its home agent,
the access control mechanisms may not face the issues we
summarized above. However, that option has some limita-
tions, such as non-optimal routing of multicast traffic and
QoS-related issues [14]. This is why other options for re-
subscription via the visited network have been proposed
[14]. As a result, the access control mechanism needs to
consider those options.
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CONCLUSION

In this article we studied the existing solutions for receiver and
sender access control, and investigated their efficiency both in
stationary and Mobile IP environments. We classified the exist-
ing solutions into three classes: Digital Signature-based,
Shared Secret-based, and Hybrid solutions. Each solution has
some advantages and drawbacks with respect to its applicabili-
ty both in the stationary and mobile scenario. We will now
summarize the main issues and challenges among the existing
solutions. We will also provide considerations that help define
a scalable and flexible multicast receiver and sender access
control service with the support of mobile members.

*Sender access control: Few solutions addressed the
sender access control problem, and almost all of them open
vulnerabilities to bogus traffic. This problem needs to be
addressed in depth, as recommended in [57]. Indeed, bogus
traffic of an illegitimate sender may have a higher impact than
bogus Report messages (i.e., illegitimate receiver) because the
distribution tree acts as an amplifier of the source’s traffic to
ensure the distribution to the whole group.

*User exclusion: Some proposals are based on fixing a
validity period for membership duration. Although this might
work in some scenarios, it will not be efficient in the case
where membership duration is unpredictable.

*DoS attack risks: The public key authentication has a
high cost. Hence, Digital Signature-based and Hybrid solu-
tions are vulnerable to DoS attacks. Although these risks are
concentrated on the edge of the multicast tree, their conse-
quences may impact several groups and network applications
because the attacked router may interact with several network
devices (e.g., routers, servers, etc). In brief, overcoming bogus
subscriptions (from illegitimate receivers) and bogus traffic
(from illegitimate senders) at the edge of the multicast tree is
attractive. However, this needs to be achieved with lightweight
mechanisms in order to avoid additional DoS attack risks due
to the access control mechanisms themselves.

*Mobility impact: The impact of member mobility on the
access control solutions depends on how the member wishes
to continue its subscription to the group, via the home agent
(i.e., home network) or via the visited network. In the case of
a connection to the home network, the access control service
will behave as if the member was a fixed entity. In this case,
there will be no mobility-related issues. However, other
options for re-subscription via the visited network exist as an
alternative to home agent-based re-subscription [14]. Those
options need an appropriate access control support to the
delivery tree. Without such a support, the access control solu-
tions may challenge two main issues. First, member creden-
tials may be invalid in the visited network. To acquire a new
credential, the mobile member may perform high operation
costs and suffer from re-join latencies. The second problem
that can arise in the case of a re-subscription via the visited
network is the scope of the access control service, which may
be limited to specific domains. Hence, members cannot be
assured of rejoining the tree locally if they move beyond the
scope of the access control service (i.e., defined domains). As
part of this problem, interoperability issues may arise, for
example in the case of PKI-dependent access control.

In addition to the limitations we describe above, there are
features that need to be considered.

*Dynamic access control of senders and receivers: The
group manager needs to provide a dynamic per-user access
right (e.g., authorized multicast addresses) in order to support
membership change (join/leave) of a member during the time.
This dynamic access control may include, as well, the control
of the multicast address space usage [1].

*Flexible receiver access control: The receiver access con-
trol service should consider the behavior of the group mem-
bership protocol. Specifically, the IGMP/MLD routers may
send Query messages periodically or in response to Report
messages. The question of adapting the receiver access control
service to the router’s queries has not been explored by the
existing schemes, and merits particular attentions.

*Group security policy: A specific security policy is needed
to provide security-related rules for receiver and sender access
control to the delivery tree. For example, such a policy may
specify the conditions upon which an authorized user can join
an additional multicast group, the conditions for user exclu-
sion, an authorization level (e.g., a range of authorized multi-
cast addresses for a user), etc. It would be attractive that the
expected policy be part of, or at least interact with, other mul-
ticast security policies [58]. In fact, T. Harjdono and B. Weis
[58] suggest using a policy management framework for possi-
ble rules governing different multicast security services, such
as user registration, group rekeying, and source authentica-
tion. We believe there may be common rules governing those
services and the access control service to the delivery tree, for
example, user exclusion in the case of access control to the
delivery vs. user exclusion (revocation) during group rekeying.

*Centralized vs. hierarchical/distributed authorization
infrastructures: In a dynamic access control environment, the
message exchange rate between the group manager and the
members may increase considerably (e.g., to refresh the access
rights of members). In this situation, the group manager may
suffer from processing overheads. This problem may be
resolved by deploying a hierarchal or distributed architecture
that distributes the access control tasks among multiple sub-
group managers. This is also useful for mobile environments
where a mobile member needs well adapted access control
services when it moves into foreign “domains.”

*Mobility support: In mobile environments, the multicast
application should be aware of the scope of the access control
service. In this situation, an authorized user that moves to a
new network should react quickly to reconnect with its home
agent, and hence reduce rejoin latencies. Alternatively, a glob-
al access control mechanism that enables multicast routers to
efficiently perform a location-independent access control of
mobile members could be an attractive perspective that needs
to be investigated in depth, for example basing access control
on attribute certificates [59]. Finally, another factor that should
be considered in a mobile scenario is to address the problem
of identifying trusted multicast routers when the host recon-
nects to the multicast tree via the visited network.
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